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1 Introduction

The Niobrara MEBII is a stand-alone DIN rail mount Modbus Plus to Ethernet Bridge. It
features a redundant cable Modbus Plus (MB+) port, one (or two) 10/100BaseTX
Ethernet port, and two isolated serial ports. The MEBII allows simultaneous pass-through
routing data messages from Modbus/TCP Ethernet, MB+, and Modbus serial between all
ports. Full support of PLC programming message pass-through is also provided on all
communication ports including Unity Pro, Concept, ProWORX, and Modsoft.

Figure 1.1:MEBII Front Panel P

Port 1 (RS-485) (RS-485) Port2
" ' (RS-232)

(RS2 232) o

LCD showing\

IP Address,
- MB+ Node
- - Keypad ‘
Dual Cable
Modbus Plus ’
" | ' 100BaseTX
Py Ethernet
PO 100BaseTX (MEB+201
Ethernet ~ Only)
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The MEBII features at least one 100BaseTX Ethernet port that supports Modbus/TCP as
both a client and a server at the same time. The MEBII can support up to 64
simultaneous Modbus/TCP connections. A routing table is used to map the incoming
Modbus/TCP Destination Index (Slave Address) from a Ethernet client to a downstream
route that determines where the message is directed. This route may point to a PLC on
MBH+, a slave on one of the MEB's serial ports, or even back out the Ethernet port to a
different device. The Ethernet port also supports the older SY/MAX 802.3 protocol for
smoothly integrating legacy Square D Model 650 and 450 PLCs into a Modbus/TCP
system.

The MEBII+201 model includes two 100BaseTX Ethernet ports that support Rapid
Spanning Tree Protocol (RSTP) allowing the MEBII to be used in a copper ring network
for redundant Ethernet cable connections. It may also be used in a daisy-chain Ethernet
network as well.

The Modbus Plus port supports dual-cable redundant MB+ networking but may simply
be used in a single-cable system by leaving one of the ports open. The standard 5-drop
MB+ routing structure is supported allowing full access to MB+ devices on the local
network or through Modicon Bridge Plus and Bridge Mux devices.

There are two isolated serial ports on the MEBII. Each port may be selected to use its
RJ-45 connector for RS-232 or a removable 5-pin screw connector for RS-485. The RS-
485 port may operate in 4-wire RS-422, 4-wire RS-485, or 2-wire RS-485 modes with
selectable termination and bias. The two serial ports may be independently configured
for one of 18 different protocols including Modbus RTU, Modbus ASCII, and SY/MAX.
The default mode supports Modbus RTU and can dynamically switch between being a
master or a slave.

The MEBII features a front panel backlit LCD and keypad that may be used for
configuration and troubleshooting. The IP Address, MB+ node address and most serial
port settings may be configured through this interface which may be password protected
to prevent unauthorized changes.

A built-in web server is included in the MEBII. This password protected, AJAX
Javascript enabled server allows two user levels for configuration, backup/restore,
troubleshooting, and even firmware updating — all from a standard web browser.

The MEBII also includes a “Hot MB+” mode that allows two MEBII units to work
together to provide an automatic fully redundant primary/standby system for high
availability systems.

MEB II Manual 1 Introduction 10



2 Installation

WARNING: Do not connect the MEB II to any Ethernet or MB+ network before
configuring the appropriate network addresses. Duplicate network address may
lead to improper network communication, equipment damage, injury, or death.

Device Mounting/Removal
(1) Hook the top notch on the upper lip of the DIN rail.
(2) Rotate the MEBII until the lower latches click tight.

(3) Use a screw driver to unclip the lower latches to remove the MEBII from the DIN
rail.(See Figure 2.1 DIN Rail Mounting and Removal)

@ Figure 2.1 DIN Rail Mounting and Removal

MEB II Manual 11

DIN Rail
(TS-35)

DIN Rail
(TS-35)




Power Supply

Connect a suitable 24VDC power to the three position removable connector. The
MEB II requires a SW minimum supply and will operate on 9-30Vdc but 24Vdc is
recommended. (See Error: Reference source not found) An external fuse is
recommended. Typical power supply wire colors are:

Red =24Vdc (+)
Black =24Vdc (-)
Green = Earth Ground

Figure 2.2 Power Supply Diagram

DIN Rail

~ (TS-3)5)

24Vdc Power Supply
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Ethernet

Setting the IP Address

The MEBII defaults to a fixed IP Address of 10.10.10.10. This is easy to change through
the use of the front panel keypad. The MEBII supports fixed IP Address, DHCP, or
BOOTP. Press the ™ key four times to step through the “> Main > Config > Comms >
Ethernet > pages.

If BOOTP or DHCP is desired, ® arrow to the IP Source menu item, and then press the
=) key. The W and B arrows are used to select FIXED, DHCP, or BOOTP. The  key is
used to accept the new value and return to the previous menu.

NOTE: BOOTP and DHCP operation usually requires that the server be configured for
the MAC Address of the MEBII. The MEBII's MAC address is printed on the serial
number label and is also shown on IP Source screen. The example below shows a MAC
Address of 00:20:BD:0C:35:01.

Figure 2.3 IP Address Source Screen

NRED Main Config Comms Enet IF Source
Moonfig FCOmM= MEthernet Address
MEB]I gtatui Dizplay Serial Mazk
|=l=} Modbu s+ Gate i
Info FIF Source Fined
1. 18 Sustem Protacal
16. 1@ Orop - P B
[Fixed] ME Routes| |o0:oo:BD:
IF Routes BC:35: 81
Marmal Enet Mode
ME+: 1 Timeouts

If a fixed address is required, make sure that the IP Source is set to Fixed, then select the
Address page. The W and B arrows are used to adjust the values while the ™ and ¢=

arrows move between fields. The « key is used to accept the new value.

Figure 2.4 IP Address Screen

== Main Config Comms Enet IF Add
Fggnt ig LIsdal 1218 FELthernet PAddress
atus Displaw Serial Mask
MEB ]I App Modbus+ Gate 192. 163,
Info IF Source 1. 1&

16.18 Sustem Protocol )

18,18 Orap :

[F ied] ME Routes | |AuEoFill

IF Routes IF Tables?

Mormal Enet HMode Ho- P58

MB+: 1 Timeouts
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The “Autofill IP Tables?” offers the automatic filling of the TCP client table. Each of the
200 entries in the TCP table will be set to the first three octets of the MEBII's IP Address
and the last octet will be set to the index number 0-199.

Setting the Subnet Mask

The Subnet Mask edit page is designed to quickly step through the valid bit-mapped
options. Pressing the ™ and & arrows adjusts the mask value. The & key is used to
accept the new value.

Figure 2.5 Subnet Mask Screen

D Main Config Comnsz Enet IF Mask IF Mask
bCont ig bComMMs PEthernet Hddress
Status Dizplay Serial brask
MEB ]I App Modbus+ Gate 255, 255,
Infao IF Source acg &

192,168 Sustem Frotocol " Auto Set
1.16 Drop Dt o L
[Fixed] ME Routes | | og Eib

IF Routes j
Mormal Enet Mode MHo-TE8
MB+: 1 Timeouts

The “Auto Set Default Gate?” applies the new subnet mask to the current IP Address to
preset the Default Gate.

Setting the Default Gate
The Default Gate edit page functions just like the IP Address edit page.

Figure 2.6 Default Gate Screen

D Main Config Comms Enet IF Gate
WConf ig bComms PEthernet Address
Status Display Serial Mask
MEB ]I App Modbus+ LIEE ] 192. 168,
Info IF Source 1 1
192,168 Swstem Frotocol " —
1.16 Orop
[Fined] MB Routes
IF Routes
Haormal Enet Mode
MB+: 1 Timeouts

Ethernet Connection

After the IP Address is configured for the MEBII, it is safe to connect the Ethernet port to
the network. The MEBII includes a standard RJ-45 Ethernet connector with indicators
for Link/Activity (green LED) and 100Mb (amber LED). (See Figure 2.7 Ethernet Port)
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The green Link/Activity light illuminates when the MEBII has a valid link to the attached
network port and blinks off while experiencing network traffic. The 100Mb amber LED
is illuminated when the Ethernet port has negotiated 100Mb operation and off while
configured for 10Mb operation.

The MEBII's Ethernet port supports 10/100BaseTX auto-crossover operation. Standard
CATS cables may be used to connect the MEBII to Ethernet switches and hubs.

Figure 2.7 Ethernet Port

Link/
| Activity
LED

 LED

‘ Pin '1‘
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Figure 2.8 Typical Ethernet Connection

\

Ethernet
Switch

J Quantum
- NOE

A\
AN

Vd N

Cat5 ’
‘ Cables

\ PC with
// Ethernet

A e

The status of the Ethernet port may be inspected through the front panel LCD by

choosing “> Main > Status > Enet >”

NOTE: MEBII+101 will always show “Enet2 Link Down”.

Figure 2.9 Ethernet Status

MEBII+101
ED Main Status Enet 1
Config Stats Link Up
bS5t atus FER St 168BaseT
MEBII |[are HE+ Half Dplx
Info
18.1m Sustem
18. 18 Lner 2
[Fixed] Link Down
Mormal
ME+: 1

The Ethernet port 1 defaults to “Auto” mode but may be manually set to a fixed 10BaseT
or 100BasetT with fixed Full or Half Duplex operation. Ethernet port 2 (if present) is

always “Auto”.

MEB II Manual
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Figure 2.10 Ethernet Mode Configuration for Enet Port |

MR&D

MEB II

18,18
1a.1a
[Fined]

Mormal
ME+: 1

Main Config Comms Enet Enet Mode
bConfig bCorims PEthernet Address
Status Dizplay Serial Mazk
App Modbu =+ Gate
Info IF Source H;?EEEEIH
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ME Routes
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PEnet Mode
Timeouts

MEBII+201 Second Ethernet Port

The MEBII+201 includes two Ethernet ports. The current firmware of the MEBII+201
supports this second port as daisy-chain or copper ring operation. A future firmware
upgrade will allow the second port to operate independently with a second IP Address.

Daisy-Chain Operation
The MEBII+201 may have its Ethernet ports connected in a Daisy-Chain fashion.

NOTE: Communication to downstream Ethernet devices may be lost if one of the daisy-
chain units fails or loses power.

sl

Figure 2.11 Daisy-Chain Ethernet Connection

MEB II Manual
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Copper Ring Operation

The MEBII+201 may be used in a copper RSTP ring with an appropriate Ethernet switch
such as the Schneider-Electric ConneXium TCSESMO83F23F0. This ring operation
provides redundant cable paths to each MEBII.

Figure 2.12 Copper Ring Operation

Modbus Plus

Modbus Plus Configuration

The Modbus Plus (MB+) node of the MEBII may be assigned an address between 1 and
64 with a default value of 1. This address must be unique within the local MB+ network
segment. To edit the MB+ drop number choose:

“>Main > Config > Comms > Modbus+ >*

The W and B arrows are used to adjust the new MB+ drop. The &l key is used to accept
the new value.
NOTE: If the MEBII is physically connected to the local MB+ network, it will

automatically skip MB+ drop numbers that are already in use. The drop numbers of the
Ethernet and serial ports will also be skipped if they fall within the valid MB+ range.

Main Config Mg+ Drop
MRE&D -
bConf ig bCarims Current:
Status Display 1
MEB]I Hpp Mew:
Info 25
16,18 Systen Auto-F ix
18.1@ Fout ing
Tables?
Sole Sta. Meo-PER
ME+: 1

MFigure 2.13: Edit Modbus Plus Drop



After selecting the new MB+ drop number, the screen will change to ask if the user
would like to AutoFix the Routing Tables. Choosing Yes will result in the Modbus
Routing Tables for the Ethernet and serial ports 1and 2 being updated to include the new
drop number of the MB+ port. If No is selected, these tables will not be updated and
many of the routes will not longer work properly — they must then be edited manually.

Modbus Plus Connection

NOTE: See the Modicon Modbus Plus Network Planning and Installation Guide
890 USE 100 00 for complete instructions on proper MB+ cable installation
methods and considerations.

Modbus Plus has very specific rules about minimum and maximum cable lengths,
number of nodes per segment, the use of repeaters, and cable termination. It is
extremely important to follow the rules spelled out in the above mentioned guide
for proper network operation.

Figure 2.14 Modbus Plus Pinout

Shield \
Pin 1 0000

iy XXX

Data A DataB |

Pin2 | Pin 3

The MEBII includes two MB+ DB9 connectors labeled “A” and “B”. (See Figure 2.14
Modbus Plus Pinout) These ports may be used in a “dual-cable” Modbus Plus network.
This does not mean that the MEBII has two MB+ nodes, it behaves as a single MB+ node
with two physical network connectors. The dual-cable system uses redundant wiring
between nodes for added network integrity. (See Figure 2.15 Typical Dual-Cable MB+
Connection)

MEB II Manual 2 Installation 19



Figure 2.15 Typical Dual-Cable MB+ Connection
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The MEBII may be used in a “single-cable” network by simply connecting the MB+
network to port “A”. (See Figure 2.16 Typical Single-Cable MB+ Connection)
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Figure 2.16 Typical Single-Cable MB+ Connection
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Modbus Plus Lights

The MEBII includes one green LED and two red error LEDs to provide visual status of
the MB+ network operation.

If the red error A or error B lights blink momentarily, it indicates that a message error was
detected on the corresponding network port. A steady ON error light indicates that a hard
fault exists. The fault may either be in the cable or on a node connected to that cable. If
communication on one cable is lost, the other should continue normally.

The green Active light flashes in patterns to indicate the operating state of the MB+ node.
(See Table 2.1: MB+ Green Active Flashes)
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Table 2.1: MB+ Green Active Flashes

Green Active Flashes Meaning
Six steady flashes per second Normal Operating State
One flash per second Offline, monitoring network traffic
Two flashes, then OFF for two seconds Hears traffic but never receives the Token

Three flashes, then OFF for 1.7 seconds Sole Station, no other nodes detected
Four flashes, then OFF for 1.4 seconds Offline, Duplicate Node Address Detected

Serial Ports

The MEBII includes two isolated serial ports. Separate connectors are provided for each
port with an RJ-45 connector for RS-232 and a removable 5-position screw terminal
connector for RS-485/422.

NOTE: Port 1 is electrically isolated from Port 2. The RS-232 connector of a given port
is not isolated from the RS-485 connector of the same port.

RS-232 Ports

Figure 2.18 RS-232 Port 1 Figure 2.17 RS-232 Port 2

LED 3 ). LED
=

00

1 Pin1
LED ) :

The RJ-45 connectors are used for RS-232 operation. The pin configuration is shown in
Table 2.2: RJ45 RS-232 Pinout. The Niobrara MM1 cable is used to connect an one of
these ports to the a standard 9-pin serial port on a PC. (See Figure 8.1.: MM1 Serial
Cable)
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Table 2.2: RJ45 RS-232 Pinout

Pin

Function

No Connection

DSR (pulled high)

Data TX

Data RX

Signal GND

RTS

CTS

MEB II Manual

R I NN B W N

Chassis GND
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Figure 2.19 Typical RS-232 Connections

MM1

Compact 984
with 9-pin

RS-485 Ports

Port 1 and 2 may be used for RS-485 (4-wire or 2-wire) and RS-422 operation. A 5-pin
removable screw terminal connector is provided. The pinout is shown in Figure 2.20 RS-
485 Port.

Table 2.3: 5-position RS-485 pinout

Shield No internal connection
RX- (-) data into MEBII
RX+ (+) data into MEBII
TX- (-) data out from MEBII
TX+ (+) data out from MEBII
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Figure 2.20 RS-485 Port

Figure 2.21 Jumper for 2-wire RS-485

For 2-wire RS-485 operation, jumper the TX+ to RX+ to make the (+) connection, then
jumper the TX- to RX- to make the (-) connection.
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Figure 2.22 Normal 4-wire RS-485 Wiring

Software Installation

The MEB_SETUP.EXE file includes this user manual, MEBSW32.EXE configuration
software, the MEBII firmware files, the RPCLOAD.EXE firmware loader utility, the
NRDTOOL.EXE register viewer utility, The latest version of this file is located at
www.niobrara.com. Follow the link for “Download Area”, select “Module Software” and
then “MEB_SETUP.EXE”.
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Updating the MEBII Firmware

On occasion it may be necessary to update the operating system of the MEBII.

NOTE: Updating firmware in an Hot MB+ must be done through the Web server.
The Primary unit must be updated first. An automatic switchover will occur as the
firmware is updated. After the completion of the update, proceed to update the
new Primary.

Updating Firmware through the Web server
This action may be quickly done through the built-in web server.
1. Log into the MEBII's web server as user:ADMIN.
2. Click on the “Admin” link in the left green menu column.
3. Click on the “Update Firmware” link in the left green menu column.
4

Click on the “Browse” button and select the “C:\Niobrara\Firmware\MEBII.qrc”

file.
5. Press the “Start Download” button to begin the update.
@ NR&D - Moxzilla Firefox SMREE X
File Edit Yiew History Bookmarks Tools Help
I NR&D | + |
& 192.168.1.14/EC085CBF/admin/fuwload c | |2 - Google P H -

NR&D MEBII

Home
Configuration Update MEBII firmware from a file by uploading a new version of MEBIIL gre:
Statistics WARNING: This operation will finish by rebooting the module. which WILL disrupt
Tools communications.
Admin

Set Passwords FileName C:\Niobrara\Firmware\I’[ Browse_ ] [ Start Download

Backup

Restore Copyright 2012

Hot Modbus Plus Niobrara Research and Development Corporation

Update Firmware

Reset

MEBII Firmware Update

Logout [admin]

192.168.1.14/EC0B5CBF/admin/fwload
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Updating Firmware using RPCLOAD

The RPCLOAD program may be used to install the MEBII firmware through the
Ethernet connection using Modbus/TCP.

If the MEBII already supports the built-in web server, use the firmware update feature of
the web server instead of RPCLOAD. The update process is much faster using the web
server.

1. Make sure the MEBII is powered and running.

2. Start RPCLOAD.EXE. The Windows Start Menu link is “Start, Programs,
Niobrara, MEB, RPCLOAD MEBII Firmware”.

Click on the Browse button and select MEBII.qrc.

Select the Modbus TCP tab.

Enter the IP Address of the target MEBII (i.e. 192.168.0.205)
Make sure that the TCP port is set to 502.

Make sure that the Modbus Drop is set to 255.

e S

Press the “Start Download” button. RPCLOAD will open a progress bar to show
the status of the download.

Figure 2.23: RPCLOAD Screen

MEB II Manual

*#| QRPC File Downloader - 060ct2010

FEX

Eile QY= la=:8 Configure Help
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Modbus Serial  Modbus TCP l Frogram |nfo ] Module Info ]
192.168.0.205 502 TCF Port
L) kodbus Drop
Set Defaultz
[uem | | Start Download | Cancel |

2 Installation 28



3 Modbus/TCP Operation

The MEBII can operate as both a Modbus/TCP Server (slave to external masters) and
Client (master to external slaves) at the same time. Up to 64 simultaneous TCP/IP
connections may be made to the MEBII. These connections are dynamically split
between client and server operation.

Server Operation

The MEBII listens for Modbus/TCP connections on the standard Modbus/TCP port
number of 502. Modbus/TCP commands or queries generated by a client are processed
by the MEBII by examining the Destination Index (Modbus Slave Address) of the
message.

A look-up table is used to map the Destination Index to a route that tells the MEBII
where to send the message. This table consists of a column for the Destination Index, a
translation description (from legacy SY/MAX operation), and a downstream route.

The example in Figure 3.1 shows a PC connected via Ethernet to an MEBII.

The MEBII's MB+ port is set to drop 45. A Compact 984 PLC is connected to the MB+
network and has a drop of 5. A Bridge Plus is also on the MB+ network and is used to
connect to a Quantum PLC on a second MB+ network at drop 15.

A network of power meters is connected to port 2 (drop 102) of the MEBII. The three
power meters are addressed as Modbus slaves 1, 2, and 3.

Table 3.1 gives a Modbus Routing table for this example. The PC would use index 1 to
communicate with the Compact PLC. Index 2 would access the Quantum PLC. Index 3
will reach power meter #1.

NOTE: Index 0 has a route of NONE. The MEBII will internally process incoming
Modbus/TCP messages with no route, the special index 255, or any route that doesn't
leave the MEBII. This action may result in unexpected reply data since this data is from
the MEB itself.
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Figure 3.1 Ethernet Modbus Routing Example
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Table 3.1: Ethernet Modbus Routing Table Example

0 OTHER NONE MEBII Itself

1 MODBUS 45,5 Compact 984 PLC

2 MODBUS [45,6,15 Quantum PLC on far side of Bridge Plus
3 MODBUS [102,1 Power Meter 1

4 MODBUS |102,2 Power Meter 2

5 MODBUS [102,3 Power Meter 3
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Default Modbus Routing Table

The default Modbus Routing table for the Ethernet port maps Modbus/TCP destination
index values 1-64 to the MB+ node on the MEBII's MB+ network. Table entries 1
through 64 are set to have the first drop be the MB+ port number and the second drop be
the same as the index for drops 1 through 64. Entries 65 through 96 use Port 1's drop
number, 1 through 32. Entries 97 through 128 use Port 2's drop number, 1 though 32.

Table 3.2: Default Ethernet Modbus Routing Table for MB+ Drop 1, Port I drop 101,
and Port 2 drop 102

Index Type Route
0 OTHER NONE
1 MODBUS 1,1
2 MODBUS 1,2
3 MODBUS 1,3
MODBUS
63 MODBUS 1,63
64 MODBUS 1,64
65 MODBUS 101,1
66 MODBUS 101,2
67 MODBUS 101,3
68 MODBUS 101,4
MODBUS
95 MODBUS 101,31
96 MODBUS 101,32
97 MODBUS 102,1
98 MODBUS 102,2
99 MODBUS 102,3
100  |MODBUS 102,4
MODBUS
127 MODBUS 102,31
128 MODBUS 102,32
129 OTHER NONE
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AutoFix Modbus Table

The MEBII offers to “AutoFix” the Modubs Routing tables after the MB+ drop number is
altered. The Ethenet and both serial port Modbus Routing tables are examined and
entries where the first drop of the route matches the old MB+ drop number are changed to
match the new drop number.

SRED Main Config Comms ME+ Drop
bConfig bCoMMs Ethernet Current:
Status Display Serial 1
MEB ]I App FModbu s+ Mew:
Info =i
18, 18 Svsten Auto-F ix
18. 10 Routing
Tables?
Sole Sta. Mo-TE8
ME+: 1

Figure 3.2: Edit Modbus Plus Drop

Table 3.3: Ethernet Modbus Routing Table for MB+ Drop 25 after AutoFix

Index Type Route
0 OTHER NONE
1 MODBUS 25,1
2 MODBUS 25,2
3 MODBUS 25,3
. MODBUS
63 MODBUS 25,63
64 MODBUS 25,64

Front Panel Modbus Route Edit

The Ethernet Modbus Routing tables may be modified from the front panel. The “Index”
field may be changed with the UP and DOWN arrows. Pressing the ENTER button on
the Index field will exit this screen.
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ED Main Config Comms Enet Enet
bCont ig COmMMs PEthernet Hddress Index @@l
Status Dizplay Serial Maszk .
MEB ]I RApp Modbu s+ Gate ng_g':'gsg'
Infao IF Source R
18.18 Susten Eiggncnl ***:***:
la. 18 MME Foutes i
IF Routes Modbu s
Sole S5ta. Enet Mode
ME+: 1 TEST

Figure 3.3: Modbus Route Edit Screen

Pressing ENTER button on the TEST field will cause the MEBII to generate a Modbus
opcode 03 Holding Register read of the target device. The test will report PASS or FAIL
A “Downstream Timeout” is a failure but an Error 01 (Illegal Opcode) or Error 02 (Illegal
Register) are PASS because the target device responded with the error.

Enet
H I3 H H H

Inder BEZ Fx Reply Fx Reply Fx Reply
MB Route: Ualid
B4E, BEs, ERROF Reol ERROR
BLE, 4, Dawn - pid. 11
LS I stream dng188=
LR Timeout 9312

Maodbu s Fress Fress Fress

TEST Any Key Any Kew Any Key

Figure 3.4: Modbus Route Edit TEST Screens

Client Operation

The MEBII may act as a Modbus/TCP Client even while simultaneous Server operations
are occurring. Modbus Plus or serial master devices may generate read or write messages
that are routed out the MEBII's Ethernet port to access remote Servers.

The MEBII uses a look-up table to map routing drop numbers to TCP/IP addresses. This
table is called the TCP Routing Table within MEBSW32. This table consists of a drop
number, target IP Address, and an optional Downstream Route. Messages passing
through the MEBII from MB+ or the serial ports (or the Ethernet port itself) that are
directed out the Ethernet port are sent to the TCP Routing Table to determine the target
device.

Figure 3.5 shows an MEBII connected to a Compact 984 PLC via Modbus Plus. The
Ethernet port is set to be drop 25 and is connected to a Quantum PLC at IP Address
192.168.0.24 and an M340 PLC at 192.168.0.25.
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Figure 3.5 Modbus Client Routing Example
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Table 3.4: MEBII TCP Table Example

0 10.0.0.0 NONE

1 ]192.168.0.24 |NONE Quantum PLC

2 ]192.168.0.25 |NONE M340 PLC

3 1192.168.0.205 [NONE MEBII from Figure 3.1
4 10.0.0.0 NONE
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The table below shows routes for MSTRs for the Compact PLC in this example.
The first drop (21) in the route is the MB+ number of the MEBII.

The second drop (4, 5, 6, 7, and 8) is the drop number that tells the MEBII to
route the message out of the Ethernet port. See Chapter ??? for more information
on MB+ inbound routing.

The third drop (1, 2, and 3) is the TCP table look-up drop. This number defines
the target IP Address.

The fourth drop (0, 1, 2, 3, 4, 5, and 255) is the destination index for the
Modbus/TCP message sent to the target I[P device. The local M340 and Quantum
NOEs don't care about the value of this number. This number is used in the
Modbus Routing table in the remote MEBII to determine the target for the MSTR
message.

Table 3.5: MSTR Routes for Compact PLC in Figure 3.5

MSTR MB+ Route Target
21.4.1.0 Quantum at 192.168.0.24
21.5.2.0 M340 at 192.168.0.25
21.6.3.1 Compact in Figure 3.1
21.7.3.2 Quantum in Figure 3.1
21.8.3.3 Power Meter 1 in Figure 3.1
21.8.3.4 Power Meter 2 in Figure 3.1
21.8.3.5 Power Meter 3 in Figure 3.1
21.8.3.255 MEBII in Figure 3.1

There are a few subtle issues of note in this example:

The MEB chooses to open new client sockets based on the entry in the TCP table.
When a message arrives at the Ethernet port, the drop following the Ethernet port
is examined to determine the the target IP Address. If there is already a client
socket opened to this target then the new message then this new message will be
sent on this socket. Client sockets are single-threaded by the MEBIIL. In other
words, only one outstanding message is allowed on a client socket at a time.
Newly arrived messages are held in a queue and sent when one at a time.

There are 200 entries in the TCP table. This feature may be exploited to cause the
MEB to open multiple client connections to a given target by simply adding the
same [P Address to multiple table entries. Use caution with this method as there
are only 64 total sockets available.

There are only 8 data slave channels on the MB+ chipset in the MEBII. The drop
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number following the MEB's MB+ drop number directly selects the data slave
channel. (Channels 1 and 2 are dedicated to serial ports 1 and 2, channel 3 is
dedicated to the MEB's internal registers, and channels 4, 5, 6, 7, and 8 are
dedicated to the Ethernet port. MB+ data channels are single-threaded which
means that only one message may be outstanding at a time on a given channel. If
the PLC only has one MSTR active at a time, then the routes could be changed to
only use a single data channel (like 4) with no impact on system throughput.

Other PLCs on the same MB+ network could use exactly the same routes as this
PLC. If multiple MB+ messages attempt to use the same data channel at the same
time, the MB+ network takes care of this situation automatically, all of the
messages get though, it just slows down a little as they take turns.

The most efficient way to handle multiple PLCs generating client messages would
be to partition data channels to each PLC/MSTR. (Don't configure 10 PLCs to
only use a single data channel. It is more efficient to split them between the five
possible channels.)

NOTE: When the MEBII's Ethernet port is in Modbus+SYMAX mode, the TCP table is
how the unit decides to connect a client message via Modbus/TCP or SY/MAX 802.3. If
the IP Address for a given drop number is 0.0.0.0 then the message is sent out as
SY/MAX 802.3 to that drop number. See Chapter ???.

AutoFill TCP Table

Changing the IP Address from the front panel keypad will prompt the user to
automatically adjust the TCP Routing Table. This feature will automatically fill in the
first three bytes of the local IP Address and have the fourth byte match the drop number.

Table 3.6: Default Ethernet TCP Routing Table

Drop IP Address Route
0 0.0.0.0 NONE
1 0.0.0.0 NONE
2 0.0.0.0 NONE
3 0.0.0.0 NONE

Table 3.7: Ethernet TCP Routing Table for 206.223.51.155 after AutoFill

Drop IP Address Route
0 206.223.51.0 NONE
1 206.223.51.1 NONE
2 206.223.51.2 NONE
3 206.223.51.3 NONE
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Front Panel Edit of TCP Table

ED Main Config Comms Enet R IE
outes
bCont ig COmMMs PEthernet Address
Status Dizplay Serial Mask
MEB ]I App Modbu s+ Gate Index BHz
Info IF Source 192,168,
18,18 Sustem Frotocol @186z
18,18 Drop
- MEB Routes ZERO
FIF Foutes
Sole 5ta. Enet Mode AUTO
ME+: 1

Figure 3.6: IP Route Edit Screen

The IP Routes may be edited from the front panel. The UP and DOWN buttons on the
INDEX field scroll through the 200 entries. Pressing the ENTER button while on the
INDEX field exits the screen.

Pressing the ENTER button while on the ZERO field will zero the IP Address. This is
useful in SY/MAX Ethernet applications.

Pressing the ENTER button while on the AUTO field will auto load the AutoFill value
for this Index.
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4 Modbus Serial Operation

The MEBII serial ports can operate as both a Modbus Master and Slave using either
Modbus RTU and Modbus ASCII protocols. The protocol modes are labeled “Modbus
RTU” and “Modbus ASCII”. All Modbus serial modes can dynamically switch between
functioning as a Master or a Slave.

NOTE: The mode “MODBUS HOST” is a version of the RTU mode with special
message translation features.

Slave Operation (External Master)

A Modbus mode port on the MEBII listens for Modbus serial messages whenever it is
idle. When a message arrives and has a good checksum, the Modbus Slave Address in
the message is examined and compared to entries in the Modbus Routing Table for that
serial port. If the entry for that drop number is not empty, then the MEBII will forward
that message according to this defined route. If the entry is empty (NONE), then the
message is ignored.

A look-up table is used to map the Destination Index to a route that tells the MEBII
where to send the message. This table consists of a column for the Destination Index, a
translation description (from legacy SY/MAX operation), and a downstream route.

The example in Figure 4.1 shows a PC connected via RS-232 to an MEBII Port 1.

The MEBII's MB+ port is set to drop 45. A Compact 984 PLC is connected to the MB+
network and has a drop of 5. A Bridge Plus is also on the MB+ network and is used to
connect to a Quantum PLC on a second MB+ network at drop 15.

A network of power meters is connected to port 2 (drop 102) of the MEBII. The three
power meters are addressed as Modbus slaves 1, 2, and 3.

Table 4.1 gives a Modbus Routing table for this example. The PC would use index 1 to
communicate with the Compact PLC. Index 2 would access the Quantum PLC. Index 3
will reach power meter #1.

NOTE: The MEBII will internally process incoming Modbus/TCP messages with the
special index 255, or any route that doesn't leave the MEBII. This action may result in
unexpected reply data since this data is from the MEB itself.
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Figure 4.1 Serial Master Modbus Routing Example
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Table 4.1: Serial Modbus Routing Table Example

1 MODBUS 45,5 Compact 984 PLC
2 MODBUS |45,6,15 Quantum PLC on far side of Bridge Plus
3 MODBUS [102,1 Power Meter 1
4 MODBUS 102,2 Power Meter 2
5 MODBUS [102,3 Power Meter 3
MEB II Manual 4 Modbus Serial Operation 40




Default Modbus Routing Tables

The default Modbus Routing table for each serial port maps Modbus Slave Address
(Index) wvalues 1-64 to the MB+ node on the MEBII's MB+ network. Table entries 1
through 64 are set to have the first drop be the MB+ port number and the second drop be
the same as the index for drops 1 through 64. Entries 65 through 96 use Port 1's drop
number, 1 through 32 (port 2 only) . Entries 97 through 128 use Port 2's drop number, 1
though 32 (port 1 only).

Table 4.2: Default Serial Port Modbus Routing Table for MB+ Drop 1, Port I drop 101,
and Port 2 drop 102

Index Type Route for Port 1 Route for Port 2
1 MODBUS 1,1 1,1
2 MODBUS |1,2 1,2
3 MODBUS 1,3 1,3
MODBUS
63 MODBUS 1,63 1,63
64 MODBUS |1,64 1,64
65 MODBUS |NONE 101,1
66 MODBUS |NONE 101,2
67 MODBUS |NONE 101,3
68 MODBUS |NONE 101,4
MODBUS |NONE
95 MODBUS |NONE 101,31
96 MODBUS |NONE 101,32
97 MODBUS |102,1 NONE
98 MODBUS [102,2 NONE
99 MODBUS |102,3 NONE
100 |MODBUS |102,4 NONE
MODBUS |... NONE
127 MODBUS [102,31 NONE
128 MODBUS 102,32 NONE
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AutoFix Modbus Table

The MEBII offers to “AutoFix” the Modubs Routing tables after the serial port drop
number is altered. The Ethenet and both serial port Modbus Routing tables are examined
and entries where the first drop of the route matches the old serial drop number are
changed to match the new drop number.

D Main Config Serial Port 1 Port 1
PCont ig FCOmms bFort 1 Frotocol Inder B@4
Status Display Port 2 Bauq ME Route:
Hep Parity 162, a2
Info Data Bits i
16,18 Sustem SE?SEEME ***:***:
18.18 Drop L )
ME Foutes Maodbu =
sale 3= rest

Figure 4.2: Edit Modbus Serial Route

Pressing ENTER button on the TEST field will cause the MEBII to generate a Modbus
opcode 03 Holding Register read of the target device. The test will report PASS or FAIL
A “Downstream Timeout” is a failure but an Error 01 (Illegal Opcode) or Error 02 (Illegal
Register) are PASS because the target device responded with the error.

Port 1
L U4 i !

Index B@4 F# Reply Rx Reply Fx Reply
MB Route: Ualid

182,682, ERROF Reo L ERROR
LI T Dhcin — Ep LY. [11

LS stream 4n8188=

LS S Timeout 29312

Modbu s Fress Prezs Press

TEST Any kKey Any Kew Any kKey

Figure 4.3: Modbus Route Edit TEST Screens

Master Operation (External Slave)

The MEBII serial ports may be used to connect Modbus slave devices to Ethernet and
MB+ masters. A typical use is to connect a string of Modbus power meters to the MEBII.

Figure 4.4 shows a string of power meters connected to the RS-485 port 2 of the MEBII.
Port 2 is configured for Modbus RTU mode and set to match the baud rate and parity of
the meters. The drop number of port 2 is left at 102 (default). The normal routing to rech
each meter is simply the route to reach port 2, followed by the slave address of the meter.
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Figure 4.4 Serial Slaves Modbus Routing Example
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The table below shows routes for MSTRs for the Compact PLC in this example.
The first drop (21) in the route is the MB+ number of the MEBII.

The second drop (4, 5, 6, 7, and 8) is the drop number that tells the MEBII to
route the message out of the Ethernet port. See Chapter ??? for more information
on MB+ inbound routing.

The third drop (1, 2, and 3) is the TCP table look-up drop. This number defines
the target IP Address.

The fourth drop (0, 1, 2, 3, 4, 5, and 255) is the destination index for the
Modbus/TCP message sent to the target IP device. The local M340 and Quantum
NOEs don't care about the value of this number. This number is used in the
Modbus Routing table in the remote MEBII to determine the target for the MSTR

MEB II Manual 4 Modbus Serial Operation 43




message.

Table 4.3: MSTR Routes for Compact PLC in Figure 4.4

MSTR MB+ Route Target
21.4.1.0 Quantum at 192.168.0.24
21.5.2.0 M340 at 192.168.0.25
21.6.3.1 Compact in Figure 4.1
21.7.3.2 Quantum in Figure 4.1
21.8.3.3 Power Meter 1 in Figure 4.1
21.8.3.4 Power Meter 2 in Figure 4.1
21.8.3.5 Power Meter 3 in Figure 4.1
21.8.3.255 MEBII in Figure 4.1

There are a few subtle issues of note in this example:

The MEB chooses to open new client sockets based on the route to the Ethernet
port. When a message arrives at the Ethernet port, the drop following the Ethernet
port is examined to determine the the target IP Address. If the upstream portion of
this route is the same as an already open client socket opened to this target then
the new message then this new message will be sent on this socket. Client sockets
are single-threaded by the MEBII. In other words, only one outstanding message
is allowed on a client socket at a time. Newly arrived messages are held in a
queue and sent when one at a time.

There are 200 entries in the TCP table. This feature may be exploited to cause the
MEB to open multiple client connections to a given target by simply adding the
same [P Address to multiple table entries. Use caution with this method as there
are only 64 total sockets available.

There are only 8 data slave channels on the MB+ chipset in the MEBII. The drop
number following the MEB's MB+ drop number directly selects the data slave
channel. (Channels 1 and 2 are dedicated to serial ports 1 and 2, channel 3 is
dedicated to the MEB's internal registers, and channels 4, 5, 6, 7, and 8 are
dedicated to the Ethernet port. MB+ data channels are single-threaded which
means that only one message may be outstanding at a time on a given channel. If
the PLC only has one MSTR active at a time, then the routes could be changed to
only use a single data channel (like 4) with no impact on system throughput.

Other PLCs on the same MB+ network could use exactly the same routes as this
PLC. If multiple MB+ messages attempt to use the same data channel at the same
time, the MB+ network takes care of this situation automatically, all of the
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messages get though, it just slows down a little as they take turns.

The most efficient way to handle multiple PLCs generating client messages would
be to partition data channels to each PLC/MSTR. (Don't configure 10 PLCs to
only use a single data channel, split them up between the five possible channels.)

NOTE: When the MEBII's Ethernet port is in Modbus+SYMAX mode, the TCP table is
how the unit decides to connect a client message via Modbus/TCP or SY/MAX 802.3. If

the IP Address for a given drop number is 0.0.0.0 then the message is sent out as
SY/MAX 802.3 to that drop number. See Chapter 5.

AutoFill TCP Table

IP Add

206, 223,
E1.1EE

AutoFill
IF Tables?®

Mo

Changing the IP Address from the front panel keypad will prompt the user to
automatically adjust the TCP Routing Table. This feature will automatically fill in the
first three bytes of the local IP Address and have the fourth byte match the drop number.

Table 4.4: Ethernet TCP Routing Table for Address 10.10.10.10

Drop IP Address Route
0 0.0.0.0 NONE
1 10.10.10.1 NONE
2 10.10.10.2 NONE
3 10.10.10.3 NONE
Table 4.5: Ethernet TCP Routing Table for 206.223.51.155 after AutoFill
Drop IP Address Route
0 0.0.0.0 NONE
1 206.223.51.1 NONE
2 206.223.51.2 NONE
3 206.223.51.3 NONE
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5 Legacy SY/MAX Operation

The MEBII serial and Ethernet ports can operate in a variety of modes to support legacy
Square D SY/MAX PLCs and older PowerLOGIC meters.

Translations

The MEBII translates Modbus messages to SY/MAX (and vice versa) as each message
passes through the device.

NOTE: Some Modbus devices may refer to Holding Register 100 as 4x0100, 4:0100,
40100, or 4000100. The 4 at the beginning simply means it is a Holding Register.
Analog Input registers (3x) are shown as 3x0001, 3:0001, 300001, or 300001. Output
coils (0x) may be shown as 0x0025, 0:0025, 25. Input bits (1x) start with a 1 like
1x1234, 1:1234, 11234, or 101234.

NOTE: Some Modbus devices may start at register 0 instead of register 1. (This is
commonly referred as JBUS.) It may be necessary to offset each register number by 1 to
access the proper data.

NOTE: SY/MAX bit numbers are 1 to 16 with bit 1 as the least significant bit. This
manual will note bit references as Sxxxx-yy where xxx is the SY/MAX register number
and yy is the bit number. For example, register 20, bit 14 will be shown as S20-14.

Modbus to SY/MAX Translations

Holding Registers (4x) — Holding Registers (read/write) are directly mapped 1-to-
1 to SY/MAX registers. A Modbus client wanting the data from SY/MAX
register 1503 would send a Holding Regsister Read (FCO03) to remote register
1503. Modbus single (FC06) and multiple register writes (FC16) are supported
with the target register chosen simply as the SY/MAX register number.

Analog Input Registers (3x) — Modbus clients may access SY/MAX registers as
though they are Modbus 3x data (read only). The mapping is just like 4x registers
and is simply the target SY/MAX address.

Coils (0x) - Modbus coils (read/write) may be mapped into SY/MAX registers.
The translation starts as SY/MAX register 1, bit 1 (S1-1) = Modbus coil Ox1. S1-
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16 = 0x16. S2-1 = 0x17. The formula to determine the Modbus coil from a
SY/MAX bitis: COIL=((REG - 1) * 16) + (BIT).

Input Bits (1x) — Modbus discrete inputs (read only) are mapped exactly the same
as 0x coils.

Incoming Modbus commands (4x, 3x, 1x, 0x) are translated into Non-Priority SY/MAX
Read or Write messages. Coil write messages (FC05 and FC15) are translated as bit-
masked NP writes when possible to allow single SY/MAX bits to be modified.

NOTE: FCI15 multiple coil write message may not be able to be processed when the bits
span multiple SY/MAX registers. The SY/MAX bit-masked NP Write message cannot
handle this type of masking operation. The MEBII will send back a Modbus Exception
code 5 error when this condition occurs.

NOTE: A few SY/MAX end devices (NIMs for example) do not support Non-Priority
messages. It may not be possible for a Modbus client to be able to directly communicate
with these devices.

SY/MAX to Modbus Translations

SY/MAX Priority and Non-Priority Read and Write command messages are translated
into Holding Register Read (FC03) and Write (FC16) messages. SY/MAX Random
Access Read messages are translated into PowerLOGIC's Modbus Random Access Read
(FC100).

If the SY/MAX client needs to access other memory spaces on a Modbus serial server,
the Modbus Host serial mode may be used. This mode allows the user to manually
configure the translation for both the read and the write. Supported Modbus Function
Codes are 03 (4x read), 04 (3x read), 02 (1x read), 01 (0x read), 05 (0x single write), 06
(4x single write), 15 (0x multiple write), and 16 (4x multiple write).

NOTE: Standard Priority and non-bit-maksed Non-Priority SY/MAX write messages will
translate into 16 FCO5 coil messages or one 16-bit FC15 message. All 16 bits will be
forced.

NOTE: SY/MAX Read and Write messages support up to 128 registers. Modbus
messages are limited to a maximum of 125 registers on a read and 120 registers on a
write. Individual servers may have additional register count restrictions.

Error Translations

Modbus and SY/MAX do not share the same error messages. Table 5.1 shows the
MEBII's translations.

All other errors are passed straight through with no translation.
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Modbus SY/MAX Meaning
Exception | Error Code
Code
2 3 Illegal Address
3 5 Illegal Value
10 29 Illegal Route
11 17 Device Not Responding

Table 5.1: Modbus and SY/MAX Error Translations

SY/MAX Serial

MEBII ports 1 and 2 may be configured to SY/MAX mode to directly connect to a
SY/MAX PLC. The RS-485 port is typically used along with the MU7 (MEBII to
SY/MAX) cable.

Default values for SY/MAX ports are 9600, EVEN, 8, 1, RS-422, and BCC.

The drop number of the SY/MAX mode port will be the last drop of an incoming route
and the first drop of an output TREAD, TWRITE, or TALARM message from the
SY/MAX PLC.

SY/MAX mode ports are full duplex and allow the PLC to be both a master and a slave at
the same time.

Figure 5.1 SY/MAX Serial Routing Example shows a SY/MAX Model 400 PLC
connected with an MU7 cable to the RS-485 port 1 of an MEBII. This port is set to
SY/MAX at drop 101.

An entry in the Ethernet Modbus Routing table must be modified to access the Model
400 PLC. For this example, Entry 1 was chosen since there wasn't a MB+ node 1 and it
would be easy to remember. The new route is shown in Table 5.2: Modbus Routing Table
for Ethernet Port. The type set to OTHER since this is not a MODBUS target.

A Modbus/TCP client such as the M340 PLC in this example would simply use
Modbus/TCP index 1 to access the SY/MAX PLC.
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Table 5.2: Modbus Routing Table for Ethernet Port

Index Type Route Comments
0 |OTHER NONE
1 |OTHER 101 Model 400 PLC
2 |MODBUS 5,2
3 |MODBUS |53
4 |MODBUS |54
5 |MODBUS |55
6 |MODBUS |[5,6 Compact 984 PLC
7 |MODBUS |5,7

The Compact PLC can read and write the SY/MAX PLC using MB+ MSTR Read and
Write messages. In this example, the MSTR route would be 5.1 since the message needs
to go out MEBII port 1. The remote register in the MSTR 1is simply the SY/MAX target
register.

The SY/MAX PLC may also use TREAD and TWRITE messages to access both the

M340 and Compact PLCs.

The route to the Compact would be 101,5,6 while the route to the M340 would be
101,0,25,1 assuming that the Ethernet port on the MEBII is set to 0 and TCP table entry

25 has the IP Address of the M340.
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Figure 5.1 SY/MAX Serial Routing Example
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NET-TO-NET Mode

The MEBII may be connected to a SY/NET network using the NET-TO-NET mode. This
mode is used to connect the MEBII to an RS-422 port on a CRM-510 NIM, RS-422 port
on a SY/LINK (SFI-510) PC card, Niobrara SPE4, EPES, or even MEB modules.

The following rules apply to NET-TO-NET ports:

Both ports must be set to NET-TO-NET mode. This may involve setting DIP
switches on the NIM.

Both ports must be set to the same SY/NET drop number. Set the MEBII port to
match the NIM.

Both ports must have the same baud rate, parity, data bits, stop bits, and
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checksum. Most NIMs use BCC but the CRM-511 and 512 may be set to use
CRC-16.

The route message includes the NET-TO-NET drop number only once for the port pair.

Figure 5.2 NET-TO-NET Serial Routing Example
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Figure 5.2 NET-TO-NET Serial Routing Example show an MEBII port 1 connected NET-
TO-NET to a CRM-510 set to node 17. This NIM is on a small “Blue Hose” SY/NET
with two other NIMs set to 18 and 19. NIMs 17 and 18 have a PLC connected to the Oxx
port with a CC-100 cable. NIM 19 has the PLC connected to port 119. The MEBII is
connected to the 117 port so the drop number of the MEBII port 1 must also be set to 117.
Both the NIM port and MEBII must be set to NET-TO-NET mode.

Table 5.3: Modbus Routing Table for Ethernet Port

Index Type Route Comments
0 |OTHER NONE
MODBUS 5,1
MODBUS 5,2
MODBUS |53
MODBUS |54
MODBUS 5,5
MODBUS 5,6 Compact 984 PLC
MODBUS 5,7

N | N | DN R W

16 |MODBUS 5,16

17 |OTHER 117,17 PLC on NIM port 17
18 |OTHER 117,18 PLC on NIM port 18
19 |OTHER 117119 PLC on NIM port 119

20 |MODBUS 5,20

The Modbus/TCP Ethernet routing table shows the Modbus/TCP Index values of 17, 18,
and 19 that will allow clients to access the SY/ MAX PLCs.

The Compact PCL can access any of the SY/MAX processors with MSTR routes of
5.1.17 or 5.1.18 or 5.1.119. Notice that the second drop of the MSTR route is always 1
because it is MEBII port 1 connected to the NIM. The MEBII takes care of changing the
1 to 117 before it leaves the device.

Any of the SY/MAX PLCs may access devices through the MEBII with TREAD or
TWRITE messages.
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Table 5.4: SY/MAX NET-TO-NET Routes

Source Target Route

PLC 17 Compact 17,117,5,6

PLC 18 Compact 18,117,5,6

PLC 119 Compact 119,117,5,6

PLC 17 M340 17,117,0,25,1

PLC 18 M340 18,117,0,25,1

PLC 119 M3340 119,117,0,25,1
SY/MAX Ethernet

The MEBII's Ethernet port may be configured to support Modbus/TCP and SY/MAX
802.3 protocols at the same time. Thus the user may bridge older SY/MAX Ethernet
enabled PLCs (Model 450 and Model 650) to Modbus/TCP, Modbus Plus, and various
serial networks.

NOTE: Always check that the SY/MAX 802.3 node number is unused on the
LAN before setting the MEBII's address. SY/MAX Ethernet devices that detect
duplicate drops remove themselves from the LAN and in many cases must be
power cycled before they function again. This action may result in equipment
damage, personal injury, or death.
The SY/MAX 802.3 protocol supports up to 100 physical node addresses (0-99). Logical
Node numbers 100-199 are possible on Niobrara devices (MEB, EPES, RPC) by setting a
serial or MB+ port to “On Ethernet YES”. Node numbers above 100 also consume the
node modulo 100. For example, if the MEBII's Ethernet port is set to 55 then node 155 is
also required to be within this MEBII. Therefore serial port 1 may be set to drop 155
and have “On Ethernet YES” configured.

SY/MAX Routing

The MEBII in the combination Modbus/TCP+SY/MAX Ethernet mode simply becomes
another drop in the SY/MAX route between the source and the target. Inbound Ethernet
messages include the MEBII's Ethernet port drop number as the next drop in the route.
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Figure 5.3 SY/MAX Ethernet Routing Example
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Table 5.5: SY/MAX Ethernet Routes

Source Target Route
Model 650 Compact 22,21,5,6
Model 400 Compact 112,23,21,5,6
Model 450 Compact 24,21,5,6
Model 650 M340 22,21,21,25,1
Model 400 M340 112,23,21,21,25,1
Model 450 M340 24,21,21,25,1
Compact Model 650 5.4.22 (second drop must be 4-8 for Enet)
Compact Model 400 5.5.23.112
Compact Model 450 5.6.24
M340 Model 650 192.168.0.241 index 22
M340 Model 400 192.168.0.241 index 23
M340 Model 450 192.168.0.241 index 24

The outbound messages to the M340 PLC have the MEB's Ethernet drop number in the
route twice. The first entry to select the MEB, the next entry to route the message back
out the Ethernet port. The drop following the second entry is the TCP Table entry of the
M340 PLC.

The MEBII uses the entry in the TCP routing table to decide to send the message out as
Modbus/TCP (entry not 0.0.0.0) or SY/MAX 802.3 (entry is 0.0.0.0).
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Table 5.6: Modbus Routing Table for Ethernet Port
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Index Type Route Comments

0 |OTHER NONE
1 |MODBUS |5,1
2 |MODBUS 5,2
3 |MODBUS |53
4 |MODBUS |54
5 |MODBUS |55
6 |MODBUS |5,6 Compact 984 PLC
7 |MODBUS |5,7

21 |MODBUS 5,21

22 |OTHER 21,22 Model 650

23 |OTHER 21,23,112 Model 400

24 |OTHER 21,24 Model 450

25 |MODBUS 5,25




Table 5.7: Ethernet TCP Routing Table

Drop | IP Address Route Description
0 1]0.0.0.0 NONE SY/MAX node 0
1 192.168.0.1 NONE Modbus/TCP
2 1192.168.0.2 NONE Modbus/TCP
3 192.168.0.3 NONE Modbus/TCP
20 192.168.0.20 |NONE Modbus/TCP
21 192.168.0.21 |NONE Modbus/TCP
22 10.0.0.0 NONE SY/MAX node 22
23 10.0.0.0 NONE SY/MAX node 23
24 0.0.0.0 NONE SY/MAX node 24
25 1192.168.0.25 |NONE Modbus/TCP
26 192.168.0.26 |NONE Modbus/TCP
200 ]192.168.0.200 |[NONE Modbus/TCP

PowerlLogic Serial Modes

All newer Square D PowerLogic electric meters and breaker panels communicate with
Modbus serial and Modbus/TCP Ethernet protocols. Older meters like the CM2000 and
PowerLink AS units use the SY/MAX based PLOGIC and PNIM protocols. The MEBII
supports all of these protocols plus a mixed mode called CHEVRON which allows both
PNIM and Modbus RTU devices to reside on the same daisy-chain.

Note that some PowerLogic devices only support 4-wire RS-485, some only support 2-

wire RS-485, and some may be used in either mode.

Note that some PowerLogic devices only support EVEN parity, some only support

NONE, and some support both settings.aa
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Table 5.8: Common PowerLogic Devices

Device Protocols | RS- Parity Notes
Series 485
ﬁ CM100 PLOGIC 4-wire  [EVEN Must cycle power when changing
CM200 PNIM between PNIM and PLOGIC
o (CM2000 | PLOGIC 4-wire |[EVEN Dynamically switches between
s PNIM NONE PNIM and PLOGIC
CM3000 |Modbus 4-wire |NONE
CM4000 |RTU 2-wire | EVEN
Modbus ODD
ASCII
PM600 PLOGIC 4-wire |[EVEN Dynamically switches between
i PNIM 2-wire NONE  |PNIM and PLOGIC
Modbus
RTU
PM700 Modbus 2-wire |[NONE
[ pmsoo  |RTU EVEN
Modbus ODD
ASCII
Enercept | Modbus 2-wire |[NONE
RTU
BCM Modbus 4-wire |NONE
RTU 2-wire |[EVEN
ODD
BCPM Modbus 4-wire |[NONE
RTU 2-wire |EVEN
ODD
PowerLink |PLOGIC 4-wire  [EVEN Must cycle power when changing
AS PNIM only between PNIM and PLOGIC
PowerLink | Modbus 4-wire |[NONE
G3 RTU 2-wire | EVEN
Modbus ODD
ASCII
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6 Hot MB+ Operation

Automatic Redundant Operation

The MEBII features a unique operating mode called “Hot MB+" that allows two MEBII
units to operate in a fully redundant, hot-backup system. One MEBII acts as the
“Primary” unit performing the typical serial, Ethernet, and Modbus Plus message routing
and translations, while the “Secondary” unit monitors the Primary and waits for its
chance to take over should something fail (power supply, Ethernet link, or Modbus Plus
connection). When a changeover event occurs, the Secondary unit becomes the new
Primary and assumes it's [P Address and MB+ node number, and all routing information.

Both units are configured exactly the same and online configuration changes are only
allowed on the Primary. The Secondary unit monitors the EEPROM configuration of the
Primary and if the two units are not configured exactly the same, the Secondary
automatically pulls the entire configuration from the Primary.

Requirements and Restrictions

Port 2 of both MEBIIs are required to be be connected together with either 4-wire
RS-422 or RS-232 cables. This serial connection is required for automatic
configuration transfers when the Primary and Secondary miss-match. This
connection must be full-duplex 4-wire RS-422 or RS-232. 2-wire RS-485 is not
permitted.

The Primary and Secondary units require adjacent TCP/IP Addresses. For
example, if the Primary is at address 192.168.5.178, the Secondary will be at
address 192.168.5.179.

The Primary and Secondary units require adjacent MB+ drop numbers. For
example, if the Primary is at node 53, the Secondary will be at node 54.

Online modifications of the configuration are only allowed in the Primary unit.
The Secondary unit is effectively “read-only”. The Secondary unit only allows
“USER” web access (not “ADMIN).

Modifications made in the Primary are only updated in the Secondary after a
“Store to EEPROM” operation has occurred. Future “Store to EEPROM”
operations are temporarily locked out while the Secondary is fetching the new
configuration.

The transition from Secondary to Primary is not “bumpless”. It takes about 16
seconds for the Modbus Plus chipset to restart to the Primary's address.

SY/MAX 802.3 Ethernet operation is not supported in Hot MB+ mode at this
time.
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Modbus serial slave and RNIM slave operation on Port 1 are not supported at this
time.

Modbus serial master, Chevron mode, PNIM, and RNIM master operations on
port 1 are supported in RS-485 driver modes allowing redundant access of serial
slaves from both Modbus Plus and Ethernet.

Any PLC programming connection active through the Primary will close during a
transfer from Secondary to Primary.

It is recommended that each MEBII have it's own power supply and Ethernet
connection to an independent switch to avoid any singly point of failure.

MB+ Global Data is used between the Primary and Secondary MEBIIs and is not
available for general mailbox use. The Global Data may be used by other MB+
devices to see the state and serial numbers of both Primary and Secondary units.

“Primary” Unit Configuration Procedure

1.

2
3.
4

Mount one of the MEBII units on a DIN rail. This unit will be the “Primary”.
Do not connect any serial, Ethernet, or MB+ cables at this time.
Apply power to this unit.

It 1s recommended to perform a Factory Reset on the unit at this time. Select
“System”, “Factory”, “Defaults” to reset the unit to a known state.

Configure this unit with the Primary IP Address, Modbus Plus drop number,
Modbus routing tables, IP tables, and serial port 1 parameters. This configuration
may be done through the front panel LCD/keypad and/or web server. Be certain
to store the configuration to EEPROM.

Connect the Ethernet and MB+ cables to the Primary unit.

Test the routing and the rest of the configuration to be sure that everything is
operating correctly.

If configuring through the front panel:

Select “System”, “Hot MB+”, “Init Prim”. This changes the system
operation to Hot MB+ mode and takes control of Port 2 for Hot MB+
interconnection.

If configuring through the web server:

Select “Config”, “Port 2”, and change the mode to “Hot MB+”. Now
select “Init Primary” then “Store EEPROM”.

The “Primary” unit is now fully functional.
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“Secondary” Unit Configuration Procedure

1.

e

Mount the second MEBII on a DIN rail This unit will be the “Secondary”.

2. Do not connect any serial, Ethernet, or MB+ cables at this time.
3.
4

Apply power to the second MEBII.

It is recommended that the unit be reset to Factory Defaults by selecting
“System”, “Factory”, “Defaults”.

From the front panel select “System”, “Hot MB+”, “Init Sec”.
Connect a 4-wire RS-422 cable between port 2 of each MEBII. (RS-232 cabling

may also be used.). The RX and TX lights on both port 2 should be flashing

quickly.

Return to the main splash screen. The MB+ drop number should be the
Primary+1. The IP Address should be showing “Reading Config”. The
Secondary unit is fetching the entire configuration from the Primary.

When the Secondary unit is finished fetching the configuration from the Primary,
it reboots and assumes normal Hot MB+ operation.

Now connect the Ethernet and MB+ cables. The IP Address should be Primary+1.
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Example

Figure 6.1 Hot MB+ Example
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Figure 6.2 Hot MB+ Port 2 RS-422 Cable

Reasons for Automatic Switchover

Primary becomes sole station on MB+.

Primary loses Ethernet link. Both Ethernet ports must lose link on an MEBII+201
for a switchover to occur.

“Revert to Secondary” command written to Primary via Modbus communication.

Secondary unit will become Primary if Primary MB+ Global Data is not present
and port 2 communications are lost. For example, power is removed from the
Primary.

Firmware update is completed on Primary unit.

Unequal Firmware in the two units will cause the unit with the oldest firmware to
become the Primary. This will allow the oldest unit to have its firmware to be
updated because only the Primary unit may have its firmware upgraded through
the web page.

Hot MB+ Statistics and Information Registers

The Hot MB+ mode uses a number of the standard Port 2 statistical counters with new
meanings. Of particular interest are the State values in registers 2133 and 2134 and the
MEB's serial number in registers 2137 and 2138.

It may be desirable to have an HMI periodically poll the Primary MEBII to read the state
of the Primary and Secondary units. The serial number of the primary unit may also be
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quickly determined.

4x Description Meaning
Register
2133 State of this unit's Hot MB+ 0=Startup State

1=Operating as Primary
2=0perating as Secondary
3=Becoming Secondary
4=Becoming Primary
5=OFFLINE

6=Init — waiting for command
7=Receiving config from Primary
8=Secondary, MB+ is sole station
9=Hold OFFLINE

10=Hold Sole Station

2134 State of peer unit's Hot MB+

O=Startup State

1=Operating as Primary
2=Operating as Secondary
3=Becoming Secondary
4=Becoming Primary
5=OFFLINE

6=Init — waiting for command
7=Receiving config from Primary
8=Secondary, MB+ is sole station
9=Hold OFFLINE

10=Hold Sole Station

255=Peer UNKNOWN

2137 Low word of this wunit's Serial|S/N 800111 would have a
Number decimal value of 13679.

2138 High word of this unit's Serial|S/N 80111 would have a decimal
Number value of 12.

To calculate the S/N, multiply
this value by 65536 and then add
the value from register 2137.

(12 x 65536) + 13679 = 800111

Table 6.1: Hot MB+ Statistics
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Serial Number

Reading registers 2137 and 2138 from the MEBII will provide the serial number of the
MEBII. This may very helpful for determining which physical MEBII is the primary.
Register 2137 contains the least significant word of the serial number while 2138
contains the most significant word. To calculate the actual serial number, take the value

in 2138 and multiply it by 65536 and then add the value in 2137.
For example if R[2137] = 13751 and R[2138] = 12 then

S/N = (12 x 65536) + 13751 = 800183

MB+ Global Data
Each MEBII in a Hot MB+ system publishes five words of Modbus Plus Global Data.

Incrementing Counter Increments once per second
State of This Unit 1-10, 255 (see Table 6.1)
State of Peer Unit 1-10, 255 (see Table 6.1)

This Unit's Serial Number LSW 13751
This Unit's Serial Number MSW |12

Dlwlo][—=]o

This Global Data may be subscribed to by any PLC on the local MB+ network. Mapping
this data into a PLC allows easy access by an HMI or SCADA that is already polling the
PLC.

Controlled Switchover

It may be desired to periodically trigger a controlled switchover between the two Hot
MB-+ units.

A single Modbus write of the special value 43776 (decimal) to register 8092 in the
Primary MEBII will trigger a “Revert to Secondary” on this unit.

When this command is sent to the Primary MEBII in a functioning Hot MB+ system, it
will trigger a Hot-Swap. That is, the Primary becomes Secondary and Secondary
becomes Primary. This command will only take effect if the Primary “sees” the
Secondary as being online and fully functional as a standby unit. If the Primary thinks
the Secondary is not able to take over as primary, this command is ignored.

MEB II Manual 6 Hot MB+ Operation 66



7 Front Panel Operation

Keypad Buttons

The front panel includes five push buttons.
=) The RIGHT arrow advances to the next screen or field. In many cases, it has
the same behavior as the ¢ key.
® The LEFT arrow escapes to the previous screen or field. Changes are saved
when the left arrow is pressed.
T The UP arrow moves up in a list or increments a selection.

B The DOWN arrow moves down in a list or decrements a selection.

« The ENTER key accepts the values on a screen and exits to a previous screen.

LCD Screen

The MEBII includes a high resolution LCD screen main screen to assist the user in
configuring and troubleshooting the device. Ethernet, MB+, and serial port parameters
and may be observed and modified. Statistical information is also provided through the
front panel interface.

Backlight

The LCD backlight will illuminate on any button press. The timeout for the backlight is
configured through Modbus drop 255 register 7003 and defaults to 300 seconds.

Operating Screens

Splash Screen

The main page shows the IP Address of the MEBII and the MB+ node number and status,
and SY/MAX 8023 drop number (if enabled).

Error conditions may be displayed on the splash screen as they occur. Indications for
duplicate IP Address, duplicate SY/MAX 802.3 node, or the various Modbus Plus status
descriptions are shown. Certain errors will flash the backlight until a key is pressed to
draw attention to the MEBII.
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Figure 7.1: Splash Screen

Main Menu Screen

Pressing a key while the splash screen is displayed will move to the Main menu page. A
pointer along the left margin indicates the sub-menu to be chosen. Pressing the UP or
DOWN arrows will move the pointer. Pressing the RIGHT arrow or ENTER buttons will
select the sub-menu. Pressing the LEFT arrow will return to the splash screen page.

Main

~|¥Config
Status
App

Pointer | é nfo
wsten

Figure 7.2: Main Menu Screen

Configuration Menu

Selecting the Config item leads to the Config menu and a choice of Comms and Display.
The Comms sub-menu moves on to Ethernet, serial port, and MB+ options while the
Display sub-menu allows the user to adjust the screen contrast.
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Figure 7.3: Config Menu Screen

Comms Menu Screen
The Comms menu allows the selection of editing the settings for the Ethernet, Serial
ports, or Modbus Plus port.

Main Conf ig Comms
NR&D yConf ig bComms Ethernet
Status Display Serial
MEB ]I App Modbu s+
Info
16. 14 Sustem
1@, 1@
Sole Sta.
ME+: 1

Figure 7.4: Comms Menu Screen

Ethernet Configuration Menu

The Ethernet menu allows the selection of editing the settings for the IP Address, Subnet
Mask, Default Gateway, IP Source, Ethernet Protocol, port drop number, Modbus Routes,

IP Route table, and the physical Ethernet port mode settings.
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Figure 7.5: Ethernet Menu Screen

HRE&D

MEBII

18. 18
18. 1@

Sole Sta.
ME+: 1

IP Addr Screen
The IP Address of the MEBII may be quickly changed using the IP Addr screen. Move

the cursor with the LEFT and RIGHT arrows and adjust the octet with the UP and

Main Config Comms Enet
bConf ig bCamms Ethernet PRAddress
Status Display Serial Mask
App Modbus+ Gate
Info IP Source
Sustem FProtocaol

Orap

ME Foutes
IP FRoutes
Enet Mode

DOWN arrows. Holding the UP or DOWN key will scroll the value quickly. When the

new address is finished, press the ENTER key and a prompt for “AutoFill IP Tables?” is
presented. Select “Yes” to have the MEBII automatically fill the TCP table with the first

3 octets of this IP Address and the fourth octet the index value.

IF Add

16. 18

168, 18.

Default 10.10.10.10

 Now 192.168.1.60

Figure 7.6:1P Address Screens

Subnet Mask Screen

The Subnet Mask of the MEBII may be quickly changed using the Mask screen. The UP
and DOWN buttons are sued to adjust the number of bits in the mask. When the new
mask is finished, press the ENTER key and a prompt for “Auto Set Default Gate?” is
presented. Select “Yes” to have the MEBII automatically apply the subnet mask to the IP

IF Add

192,168,
- 1._€e8

Press Enter
Then prompt for
AutoFill

Address to generate most of the default gateway setting..

MEB II Manual

IF RAdd

192,168,
1. &8

AutoFill
IF Tables?

Ho- T
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IP Mack IF Mask IF Mask
© Default255.0.0.0
e o | ) S — Press Enter
S5 B Then prompt for
@, @ — Auto Set H;;Fnauﬁﬁt
‘Now 255.255.255.0 | ¢ 2 5 DefaultGate gfaul
[ <8 ] B Ho-2E8

Figure 7.7:Subnet Mask Screens

Default Gate Screen

The Default Gateway of the MEBII is edited just like the IP Address. The LEFT and
RIGHT buttons move the cursor while the UP and DOWN buttons are sued to adjust the

value. Press ENTER to accept the new value.

Set the Default Get to 0.0.0.0 to disable routing operation outside the local subnet.

IF Gate IF Gate
‘ After Auto Set ‘

192.168. 7 192,168,

1. @ 1._1

© Now 192.168.1.1

Figure 7.8:Default Gate Screen

IP Source Screen

The MEBII may have a fixed IP Address or use BOOTP or DHCP to have its IP settings
configured. The IP Source screen allows the user to configure the appropriate setting.
Use the UP and DOWN buttons to select the setting. DHCP and BOOTP typically
require the server to be configured for the MAC address of the MEBII's Ethernet port.
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This MACC address is shown on the screen in hexadecimal (00:20:BD:0C:35:04).

IF Source IF Source IF Source
Fined OHCF BootP
B 20z BO: biEz 20z BO: BbiEz 20z BO:
BC: 35: 84 BC: 35: 84 BC: 35: 84

Figure 7.9:1P Source Screen

Ethernet Protocol Screen

The Ethernet port may be configured for only Modbus/TCP or a combination of
Modbus/TCP plus SY/MAX 802.3 for support of legacy SY/MAX Ethernet devices. The
Protocol screen allows the setting of the mode.

WARNING: Set the drop number of the Ethernet port to SY/MAX 802.3 drop
that is not present on the connected network before setting the port to
MB+SYMAX mode. Choosing a duplicate drop on the network will result in both
nodes halting SY/MAX communication which may result in equipment damage,
injury, or death.

Protocol Protocol

MBE-TCP ME+SY A

Figure 7.10:Ethernet Protocol Screens

Ethernet Drop Screen

The drop number of the Ethernet port defaults to 0 and rarely needs to be changed. This
drop number is used to set the SY/MAX 802.3 Ethernet node number when the Ethernet

port is set to MB+SYMAX protocol mode.
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WARNING: Set the drop number of the Ethernet port to SY/MAX 802.3 drop
that is mnot present on the connected network before setting the port to
MB+SYMAX mode. Choosing a duplicate drop on the network will result in both
nodes halting SY/MAX communication which may result in equipment damage,
injury, or death.

After selecting the new drop number by pressing the Enter button, a prompt for “Auto-
Fix Routing Tables?” is presented. Selecting Yes will automatically adjust entries in the
Ethernet and serial ports 1 and 2 Modbus Routing tables. Route entries with the old drop
number as the first drop in the route will be changed so the new drop number replaces the
old value .

Eth Drp

Current:

Hew:
g5
Auto—F ix
Routing
Tables?

MR

Figure 7.11:Ethernet Drop Screen

Modbus Route Screen

The Modbus Routing table for the Ethernet port may be edited through the Modbus Route
screen. This screen shows a single entry from the table with the index on the top line.
The cursor is moved with the left and right arrows. Values are altered with the up/down
buttons.

The enter button exits the screen when on the index field.

The enter button on the TEST field causes a test message to be sent using the route to the
target device.

Enet
. Index BE1- Index = 001
Up/Down to edit Route HE Boutes ‘ oD (o @b,
*** to delete element ALy Enter to exit screen
***: ***:
Modbus -
Enter on “TEST”to | 1ger Modbus for Modbus Target
generate test message ’ L= ‘ OTHER for SY/MAX

Figure 7.12:Modbus Route Edit Screen
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The TEST message is an opcode 03 Modbus Holdign Register read of remote regsiters
8188. Possible results from this read are:

« Avvalid reply is received from the target slave. The screen will show PASS along
with the decimal value of the remote register 4x8188. On older SY/MAX PLCs,
this value is the PLC model number.

« A valid error reply is received from the target slave. The screen will show PASS
along with the returned error code. Possible errors are:

o Error 01 = Illegal Opcode. This means that the slave does not support
Modbus opcode 03 (Holding Register read). The slave is replying to the
test message, it just does not support the test message.

o Error 02 = Illegal register. This means that the slave does not have
Holding Register 4x8182. This is also a PASS condition, it just means that
the test message asked for a register that does not exist in the slave.

- The network was unable to receive a reply from the slave. This is a FAIL
condition with the error message Downstream Timeout.

- The MEBII was unable to generate the query because the first drop in the route
was not a valid drop number of another port in the MEBII. The FAIL message
will show

= = i ‘ Pass ‘ ‘ Fail ‘ N ceng H H EEEW
Fx Reply Fx Feply - — < Failed Fx Reply
Ualid ) || First
Rep Ly, ERROR D-op ERRDﬁ
11 Mot Diown
dug188= Local strean
F9212 Timeout
Fress Fress Fress Fress
Any Kew Any Keuw Any Key Any Key

Figure 7.13:Modbus Route Test Results Screens

IP Route Screen

The IP Routing table for the Ethernet port may be edited through the IP Route screen.
This screen shows a single entry from the table with the index on the top line. The cursor
is moved with the left and right arrows. Values are altered with the up/down buttons.

The enter button exits the screen when on the index field.

The enter button on the ZERO field causes the IP Address to be set to 0.0.0.0. This is
handy for zeroing an entry for SY/MAX 802.3 Ethernet entries.
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Up/Down to edit Address
Left/Right to change field

Enter on “AUTO” to
Auto-fill the entry ’

Figure 7.14:1P Route Screen

1P
Routes

Index BE21

192,168,
BE1. 882

ZERD
~ AUTO

Up/Down to change,

Index = 002
Enter to exit screen

ZERO — press Enter to
zero the entire entry

The AUTO field sets the entry to the MEB's IP Address with the last octet set to match
the index.

Ethernet Mode Screen

The Ethernet Mode screen allows the physical configuration of the Ethernet port. The
port defaults to “AUTO” mode which automatically sets itself to match the attached
device. The possible settings are:

AUTO

10BaseT — Full Duplex
10BaseT — Half Duplex
100BaseT — Full Duplex
100BaseT — Half Duplex

Enet Mode Enet Mode Enet Mode Enet Mode Enet Mode
Auto 18baseT 18baseT 168baseT 188baseT
Full Dpl# Half Dpl# Full Dpl# Half DOpl=

Figure 7.15:Ethernet Port Mode Screens
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Serial Port Menu

The Serial menu allows the selection a particular serial port to edit. Choices are Port 1
and Port 2.

Main Config Comms= Serial
NR&D bCont ig COmMMs Ethernet POt 1
Status Dizplay bSerial Port 2
MEB ]I App Modbus+
Info
168,18 Sustem
16,18
Sole Sta.
MB+: 1

Figure 7.16: Serial Pot Menu Screen

Port 1 Menu

Both serial port share the same menu list.

Main Conf ig Comms Serial Port 1
NR&D PCont ig bCOMME Ethernet POt 1 PProtocal
Status Oisplay bSerial Fort 2 Baud
MEB ]I App Modbus+ Farity
Info Data Bits
1@, 18 Sustem Stop Bits
16,18 O iver
Orap
MEB Routes
Sole Sta.
ME+: 1

Figure 7.17: Serial Pot 1 Menu Screen

Settings available fro the two serial ports are:
- Protocol

o Modbus RTU (default)
o Modbus ASCII
o Modbus Host (RTU with special translations)
o Chevron (combination Modbus RTU master with RNIM master)
o Dual Slave (combination Modbus RTU slave and SY/MAX slave)
o Hot Modbus Plus (Port 2 only)
o SY/MAX, NET-TO-NET, RNIM Master, RNIM Slave (legacy Square D PLC

MEB II Manual 7 Front Panel Operation 76



serial protocols)
o PNIM and PLOGIC (legacy PowerLOGIC protocols)
o IDEC (legacy Square D Model 50 and Micro-1)
o Transfer (legacy Square D PLC Hot Backup)
o Peripheral, Share, Transfer (legacy Square D ASCII)
o Gateway (legacy Niobrara ASCII)
o Multidrop (legacy Niobrara serial network)

Baud Rate — 50, 75, 110, 134.5, 150, 300, 600, 1200, 1800, 2400, 4800, 7200,
9600 (default), 19200

Parity — EVEN (default), ODD, NONE

Data Bits — 8 (default), 7 (ASCII modes only)

Stop Bits — 1 (default), 2

Driver — RS-232 (default), RS-422, RS-485 + Bias, RS-485 - Bias
Drop — 101 (default for port 1), 102 (default for port 2)

Modbus Routes — See Modbus Route Screen on page 73

Modbus Plus Edit Screen

The MB+ Drop edit screen shows the current MB+ drop number and allows the user to
edit the new number. Valid entries are 1-64. The MEBII will not allow the user to select
a drop number that it already sees on the MB+ network. It will also not allow the new
drop number to be the same as either serial port drop or the Ethernet port drop.

Main Config Comms ME+ Drop
MNRE&D -
bConf ig Camms Ethernet Current:
Status Display Serial 1
MEB ]I App Friodbu s+ Hews
Info =iy
18.14a Suztem Auto—F ix
16,18 )
Routing
Tables?
Sole Sta. Ho- P
ME+: 1

Figure 7.18: Modbus Plus Edit Screen

Pressing the Enter button will prompt “Auto-Fix Routing Tables?”” Selecting “Yes” will
cause the MEBII to adjust the Modbus routing tables for both serial ports and the
Ethernet port to replace the first drop in a route that matches the “Current” drop with the

“New” drop.
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Display Edit Screen

Main Config Contrast
NR&D PConf ig Camms
Status izplay .
MEBII Ape Cont: 265
Info
16. 14 Sustem
16,18
Sole Sta.
MB+: 1

Figure 7.19: Display Contrast Edit Screen

The Display screen allows the user to adjust the contrast value for the display. The UP
and DOWN arrows allow the changing of the setting. The ENTER or LEFT arrows
accept the new value.

Status Menu Screens

Main Status
NR&D Config bStats
PSSt atus Enet
MEBII Anp HE+
Info
16. 14 Sustem
1@, 1@
Sole Sta.
ME+: 1

Figure 7.20: Status Menu Screen

The Status menu item gives access to physical status and communication statistics for all
ports.

Stats Screen

Each port has multiple screens to give statistical counters about communication through
the port. LEFT and RIGHT arrows change between ports. UP and DOWN move between
pages for a given port. ENTER returns to the previous menu.
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Ethernet Fort 1 Fort 1 FPort 2 Fort 2 Modbus + Maodbus +
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E8111 [5] Pl [5] 18z,1, 5]
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Figure 7.21: Stats Screens

Enet Status Screen

The Enet status screen shows the current physical connection status of the Ethernet port.

MEBI

16.1a@
1@, 1@

Sole Sta.
ME+: 1

Main Status Enet Fhu
Config Stats
'g;gt“ = Henet Link:Up
é; fo Rate: 168
OpluzFull

Figure 7.22: Status Menu Screen

MB+ Status Screen

The MB+ status screen shows information about the state of the MB+ port.

MEBII

16.1a@
1@, 1@

Sole Sta.
ME+: 1

Main Status MBF Status
Confiag Stats MBF State
bStatus Enet Mormal
App FME+ Taoken Cnt
Infao 297321
Sustem Token Rotn

1 ms
CoPro Wer
216,83

Figure 7.23: Status Menu Screen
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App Menu

The APP menu allows the user to halt the MEBII application. This feature should only be
used when directed by Niobrara Technical Support.

Main App=s
NR&D Confia FSwitch
Status
MEB II FADD
Info
18,18 Sustem
18.18
Sole Sta.
ME+: 1

Figure 7.24: App Menu Screen

Switch Screen

The Switch screen allows the user to HALT or RUN the MEBII application. The MEM

PROT setting is ignored at this time and is the same as RUN.

Main App= Switch
NR&D Config FSwitch
Status
MEBII pacc Run
Info
1@. 18 Sustem
18,18
Sole 5ta.
ME+: 1

Figure 7.25: Switch Screen
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Info Menu

The Info Menu provides access to various information about the MEBII firmware and

network connections.

Main Info
NR&D Confia FMAC Add
Status Serial #
MEB ]I App Versions
bInto MF+ DOrops
1. 18 Sustem EnetOrops
18. 18
Sole Sta.
ME+: 1

Figure 7.26: Info Menu Screen

MAC Address Screen

The MAC address screen shows the hardware address of the Ethernet port in
hexadecimal. This information is useful when the IP Address is set by BOOTP or DHCP.

Main Info MAC Add
NR&D Config MIAC Add
Status Serial # S .
MEB]I App Versions Bz 28: B0
bInto MF+ DOrops I
18. 18 Sustem EnetOrops BC:3%:81
18. 18
Sole Sta.
ME+: 1

Figure 7.27: MAC Address Screen
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Serial Number Screen

This screen shows the serial number of the MEBII.

Main Info Serial #
NR&D Config MAC Add
MEB]I Status PSerial #
App Uersions
bInfo MF+ DOrops EEECEE
18.14 Syustem EnetDiops
18.18
Sole Sta.
ME+: 1

Figure 7.28: Serial Number Screen

Versions Screen

The Versions menu gives access to the MEBII firmware, DUCM firmware, and boot

version.
Main Info Uersions
NR&D Config MAC Add
Status Serial #
> MEEII
MEB ]I App Mlersions
¥ Info MP+ Drops 150CTZE18
1. 18 Systen EnetDOrops OUCH
18.18 225EFZa1e
Boot
Sole Sta. 16MARZE1E
ME+: 1

Figure 7.29: Versions Screen

MB+ Drops Screen

The MB+ drops screen shows the addresses of local MB+ nodes that are recognized by
the MEBII. This page is dynamically updated and may stretch to show more than one
screen. The UP and DOWN keys may be used to move between screens if needed.

The MB+ node of the MEBII is highlighted.
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Main Info MB+ Dews
NR&D Config MAC Add 1 12Eges
Status Serial # 27 35
MEB ]I App Versions
bInto P+ DOrops
1. 18 Sustem EnetOrops
18.18
Sole Sta.
ME+: 1

Figure 7.30: MB+ Drops Screen

Enet Drops Screen

The Enet drops screen will show the SY/MAX 802.3 drops accessible to the MEBII.
This page may extend beyond a single screen and the UP and DOWN buttons are used to
move between screens.

Any drop numbers local the MEBII are highlighted. This includes the Ethernet port and
any other port with “ON ETHERNET” set to YES.

Main Info EMET Devs
NR&D Config MAC Add @1 2 4
Status Serial # | = EERERIS
MEB]I App Uersions 2 21 22 25
bInfo MF+ Drops 24 25 G 7@
1. 18 Sustem FEM et Orops P
18.18
Sole Sta.
ME+: 1

Figure 7.31: SY/MAX Ethernet Drops Screen
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System Menu

The System menu provides access to the front panel password, reboot, and reset to

factory defaults.

Reboot Screen

This screen allows the user to force a hardware reboot of the MEBII without physically

removing the power.

NR&D

MEBII

18.1@
1a. 16

Sole Sta.
ME+: 1

Main System
Config FReboot
Status Factory
App FPassword
Info
bSystemn

Figure 7.32: Reboot Screen

Factory Defaults Screen

The Factory screen allows the user to quickly reset the MEBII to factory defaults. The
reset process also includes a reboot. Selecting “NO” will return to the previous menu

without altering the current setup.

HR&ID

MEB I

18.18
la.18

Sole Sta.
ME+: 1

Figure 7.33: Factory Defaults Screen

MEB II Manual

Main RESET?
Config HO
Status O=faults
App
Info
bSystEm
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Password Screen

The MEBII may have a password enabled to limit front panel operation. The password is
a four digit number (0000-9999) that must be entered before settings are altered. Once
the password is entered, it settings may be altered until a reboot or the backlight timeout

occurs.

Setting the password to 0000 disables the feature.

Main Password
MR&D >
Config Min: @
Status :
MEB]I ACo Man: 9233
Info
18.14 Poustem
18.18
PR91
Sole Sta.
ME+: 1

Figure 7.34: Password Screen

MEB II Manual 7 Front Panel Operation 85



8 Recommended Cables

RS-232 Cables

MM1 (PC to MEBII)

The Niobrara MM1 cable may be used to connect the MEBII RS-232 port to a standard
PC 9-pin male port. The pinout is shown in Figure 8.1.: MM Serial Cable.

Figure 8.1.: MM1 Serial Cable

RJ-45 Connection PC Serial Port Pin
1 1
2 2
3 3
4 4
5 5 ]
6 6
7 j 7
; s
9

MM2 (Modicon PLC to MEBII)

The Niobrara MM2 cable may be used to connect the MEBII RS-232 port to a standard
Modicon 9-pin female PLC programming port. These ports are common on the Quantum
PLC, Compact 984, 984, BM85 Bridge Mux, and other older Modicon products. This is
the same cable as the MM1 with a male 9-pin connector. The pinout is shown in Figure
8.2.: MM2 Serial Cable.
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Figure 8.2.: MM?2 Serial Cable

RJ-45 Connection Modicon PLC Serial Port Pin
1 1
2 2
3 3
4 4
5 5 ]
6 6
7 j 7
; s
9

MM3 (MEBII to emulate a 9-pin PC port)

The Niobrara MM3 cable may be used to make the MEBII RS-232 port appear as a
standard PC 9-pin male port. This cable is often used along with an MM1 cable to
connect two RJ-485 RS-232 ports together such as an MEBII to a newer Compact 984
PLC. The pinout is shown in Figure 8.3.: MM3 Serial Cable.

Figure 8.3.: MM3 Serial Cable

RJ-45 Connection PC Serial Port Pin
1 1
2 2
3 — X 3
4 4
5 5 ]
6 6
7 —7
8 8
9
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RS-485 Cables

MU7 (MEBII to SY/MAX)

The Niobrara MU?7 cable is used to connect the RS-485 port of the MEBII to a standard
SY/MAX DB9 female port. This cable is normally used to connect the MEBI directly to
a SY/MAX PLC or NIM module.

NOTE: The MEBII port driver mode is normally set to RS422 when connected to a
SY/MAX serial port.

Figure 8.4.: MU7 Serial Cable

Phoenix 5-pin Connection SY/MAX Port

TX(+) 1 TX-
o K
X

—
\

TX+

RX(+) 3 RX-

RX(-) >°<_4 RX+

Shield 5
) B

6
7
8
9

—

T~
1

N

Driver Mode: RS-422

MEBII Master to 4-wire RS-485 Slaves

The MEBII may be used to be a master on a 4-wire RS-485 network. An example of this
network is a string of PowerLogic meters attached to the MEBII.

An external terminator should be used at the last slave across its RX pair. Normally, this
is a 120 ohm resistor or the PowerLogic MCT-485.

The Driver Mode for the MEBII port should be set to RS-422. This mode enables the
transmitter of the port at all times to bias the receivers of all of the slaves. This mode
also enables the internal termination and bias of the MEBII's receiver.

Belden 8723 or equivalent is recommended for this type of network.

The shield wire should only be grounded at one location - usually at the master. A simple
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method of grounding the shield is to connect the Shield terminal of the MEB's RS-485
connector to the Earth Ground terminal of the MEBII's power supply connector.

Figure 8.5.: 4-wire RS-485 Master

Phoenix 5-pin Slave A Slave B Slave C
Connection
TX(+) RX(+) RX(+) RX(+)
TX(-) DOC RX(-) }C RX(-) DOG RX(-)
RX(+) Ve TX(+) N TX(+) N TX(+)
RX(-) TX(-) TX() TX()
Shield ——— Shield ——— Shield ————  Shield
Driver Mode: RS-422 Terminator only on
(term and bias enabled) last slave

MEBII to 2-wire RS-485

The MEBII may be used as a master or slave on a 2-wire RS-485 network. An example
of this network is a string of 2-wire RS-485 PowerLogic meters attached to the MEBII.

The MEBII must have the TX(+) and RX(+) lines jumpered together to make the (+)
connection on a 2-wire network. The TX(-) and RX(-) lines must also be jumpered
together to connect to the (-) line.

Terminator should be used at the last slave on each end of the daisy-chain. Normally, this
is a 120 ohm resistor.

Bias should only be enabled on one device of the 2-wire network. Typically, the bias is
enabled at the Master device since it is required to be active on the network.

If the MEBII is the Master of the network, then it should be located at one end of the
daisy-chain and the Driver Mode should be set to RS485+Bias. The RS845+Bias mode
enables the internal bias and termination resistors.

NOTE: RS485+Bias mode always enables both the internal termination and bias
resistors. If another device on the 2-wire network is providing the bias then the
MEBII port must be set for RS485-Bias and an external termination resistor must
be used.

Belden 9841 or equivalent is recommended for this type of network.

The shield wire should only be grounded at one location - usually at the master. A simple
method of grounding the shield is to connect the Shield terminal of the MEB's RS-485
connector to the Earth Ground terminal of the MEBII's power supply connector.
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Figure 8.6.: 2-wire RS-485 Network with internal Bias

Phoenix 5-pin Node A Node B Node C
Connection
TX(+) o — (+) RX(+) ﬂv /—+ RX(+)
TX(-) ) RX(-) RX(-)
RX(+)
RX(-)
Shield Shield Shield Shield
Driver Mode: Terminator on last
RS485+Bias slave
Figure 8.7.: 2-wire RS-485 Network without internal Bias
Node A Phoenix 5-pin Node B Node C
Connection
RX(+) r\/_ TX(+) o RX(+) Hv /—+ RX(+)
RX() TX() RX() 4 RX(-)
RX(+)
RX(-)

Shield Shield Shield Shield
Terminator on last Driver Mode: Bias on some slave, Terminator on last
slave RS485-Bias could be same as slave

terminator
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9 Web Server

The MEBII uses a built-in Web server for remote configuration over the Ethernet
network. This Web server requires the use of Javascript.

First Access

In order to comply with California SB 327, the MEBII applies a unique password to web
access each time the module is reset to factory defaults. The user may access the
password via the front panel. Use the arrow keys to navigate to Main > System >
Password. The screen will look similar to the screen below:

Figure 9.1: Web Interface default password

Main System Temp Pass
gnnfig Reboot
tatus Factory
Acp Enet Test 267275
Info iy . .
FSustem ME Cfa This will
Hot ME+ be uzed to
Lack connect to
MPassword Wil serer
ACL Dsabl
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For additional security, the web interface is disabled by default. To enable, navigate to
Main > System > WWW, then the UP or DOWN arrow key to change it to “Enabled.”

Figure 9.2: Enable WWW

Main System (FIAIN) Ly
gDnFlg Reboot
tatus Factory .
App Enet Test Disabled Enabled
Info [N
PSusten ME Cfg
Hot ME+
Lock
Fassword
HCL Dsabl

Note: If the user sets the IP address from the front panel before connecting to a network,
the MEBII will first ask if the user wants to autofill the TCP table, and will then ask if the
web interface should be enabled. This eliminates the extra steps of also having to repeat
the process above.

Login

After retrieving the default password, open a browser and navigate to the IP address that
has been assigned to the MEBII. The page should appear as below:
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— O st

H_ nNR&D x 4+
&« (&) A Mot secure | 206.223.51.154/auth/ Guest
NR&D MEBII
[Idie |

Set Password

Incorrect Password

Temporary Password: [seesees
Submit

[ MEBII-X 16 APR2020 ] - Build #4305
Copvright 2011-2020
Miobrara Research and Development Corporation

Figure 9.3: First Login Screen

Enter the password, then click Submit. Remember to include the dash in the password.
The following page will result:
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= O

L NR&D x 4+
& C (@ Notsecure | 206.223.51.154/FF1B9DBE/admin/pass... Guest
||Comm: Ok ”
Configure Passwords
Home
Admin
Set Passwords MEBII provides two user access levels; 'admin’ user 15
Backup allowed to make ANY modifications available through
Bestore the web interface, whereas 'user’ 1s only allowed to access
Hot Modbus Plus pages, without being permitted to make any changes.
Update Firmware
Reset Enter Temporary
_ Password
Logout [admun] New ADMIN Password

Repeat ADMIN Password
Set ADMIN Password ¢
New USER Password

Repeat USER Password
Set USER Password ¥

Submit

[ MEBII-X 16APR2020 ] - Build #4305
Copvright 2011-2020
Niobrara Research and Development Corporation

Figure 9.4: Create Passwords Screen

The MEBII Web server supports two user access levels: “User” and “Admin”. These
usernames are not changeable and are not case sensitive. “User” provides read-only
access to view the configuration of the MEBII. “Admin” provides full configuration edit
capabilities as well as backup/restore and firmware upgrade. Create passwords for these
levels, and store them. The passwords cannot be retrieved from the MEBII by any
method. Once the passwords have been set, the screen will show as below:
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= ad >

M NR&D x  +
& C (D Notsecure | 206.223.51.154/FF1BSDEE/admin/pass... Guest
“Comm: Ok ||
e User and Admin Password
Admin
Set Passwords ChangEd.
Backup
Restore These new settings are not vet stored to EEPROM;
Hot Modbus Plus remember to store them (by clicking link at left) to make
Update Firmware the changes permanent.
Reset
Remember also to record the passwords, in case they are
Logout [admin] forgotten.
Store to EEPROM [ MEBII-X 16APR2020 ] - Build #4303

Copvright 2011-2020
Niobrara Research and Development Corporation

Figure 9.5: Create Passwords Screen

Once these passwords have been configured, every subsequent login to the MEBII will be
as follows.
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Figure 9.6 shows the Login page. Enter the appropriate username and password to gain
access to the MEBII.

If the “User” account is used and the operator attempts to modify a setting in the MEBII,
a pop-up notification will appear to announce that modifications are not allowed for this

user level. (See Figure 9.7)

@ NR&D - Moxilla Firefox [E=REER™
File Edit View History Bookmarks Tools Help

I NR&D |T|

€ @ 10101010/auth/ C | [~ Google Pl A =~

NR&D MEBII

Ldle ‘

Login to access

Username: admin

Password: eseees

Copyright 2012
Nicbrara Research and Development Corporation

Figure 9.6: Login Screen
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‘ MEBI Configuration and Diagnostics - Mozilla Firefox
File Edit View History Bookmarks Tools Help k

I MEEI Configuration and Diagnostics

MEE

| ./ Jpagefconfig/ethernet/ oute v || *q- le
@ 10101010/FE975374/page/config/eth 'MBR T | [ 2y - Goog

User Mot Authorized to Modify Settings

=

Figure 9.7 “User” attempting to modify settings
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Home
Figure 9.8: Home

AJAX
Comms Status Configuration and Diagnostics - Mozilla Firefox L =HEC é]

= gait View History Bookmarks Tools Help

;B MEBT Configuration and Diagnostics > |I“I NR&D < | + |

HEE

€ | @ 192168.1.14/FF238994/ ¢ | |- Google Pl & =~

ome

Configuration
Statistics
Tools
Admin

MEBII Configuration and diagnostics tool
Revision MEBII-X 07JAN2012 ' Build number 1969

N Copyright 2012
: Niobrara Research and Development Corporation

Login User ID

The typical web page includes an AJAX status box showing the state of the Javascript
communication between the browser and the MEBII. The background of this box turns
red when comm errors are occurring.

The menu tree may has the following branches: Home, Configuration, Tools, and Admin.

NOTE: Admin is not present when logged in as “user”.

Configuration

The Configuration menu provides access to the settings for Ethernet, Port 1, Port 2, and
Modbus Plus.

Ethernet

There are pages for setting the IP Address, Ethernet Protocol, IP Security, Modbus
Routing, TCP Client Routing, and I/O Scanner.
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IP Settings

The IP Settings page allows the Admin to select the IP Parameters for the module.

H_ NR&D

HEE

x +

&« C @ Notsecure | 206.223.51.154/FF1B9DBE/admin/config/ethernet/IP

— O

8 Guest

X

NR&D MEBII

“Comm: Ok

Home
Configuration
Ethernet
IP Settings
Port Params
Security.
MB Routing
TCP Routing
IO Scanner
Stats
Port 1
Pori 2
Modbus Plus
Statistics
Tools
Admin
Set Passwords
Backup
Restore
Hot Modbus Plus

Update Firmware

Reset

Logout [admin]

MEB II Manual

Ethernet IP Settings
Configure the MEBII's [P settings, or configure it to get the settings from
DHCP or BootP server.
IP Settings

IP Source Fixed ¥

IP Address 206 223 81 154

Subnet Mask 255 0 0 0

Default Gate 0 0 0 0

Ethernet SpeedDuplex ||| Auto v

Update

[ MEBII-X 16APR2020 ] - Build #4505

Copvright 2011-2020

Niobrara Research and Development Corporation
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Ethernet Port Parameters

This page allows the Admin to configure the MEBII to operate in Modbus/TCP or
SY/MAX+Modbus/TCP mode and set the SY/MAX 802.3 drop number.

HEB MEBII Configuration and Diagno: X + a = .
<« C (@ Notsecure | 206.223.51.154/FF1B9DBE/page/config/ethernet Guest
NR&D MEBII
[Comm: Ok | [system|[Port 1]Port 2 Modbus Plus|
Drops (101 [[102 |1 |
Home
Configuration -

Ethernet | Ethernet Configuration |
E o;s.te;ﬁngg [Parameter [Setting |
e IP Address 206223 51.154
Security
MB Routi__ng IP Mask 235000
ICP Routing Default Gate 0.000
10 Scanner
Stats IP Source Fixed

Port1 |Ethemet Speed-'Duplex”Auto |

Port 2

Modbus Plus |Pro‘rocol ” Modbus/TCP v |

Statistics
st v \
Admin Buffer Limit 3?2
i) TCP Backoff (cs) 100
|Inbound Timeout (cs) ” 1100 ‘
Store to EEPROM
|Ourb0und Timeout (cs)” 1000 ‘
|Quiet Timeout () ” 600 ‘
Ethernet Framing DIX/Ethemet [T
MAC Address 00-20-BD-0C-35-84

[ MEBII-X 18APR2020 ] - Build #4503
Copyright 2011-2020
Niobrara Research and Development Corporation
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Security

The Security page allows the user to configure the inbound access control list, or ACL.
The ACL is a list of up to 256 rules that the MEBII uses to determine if a new incoming
TCP connection will be allowed at the time of its request. This list allows the user to
allow certain IP addresses or groups of addresses. The rules use an IP address and a mask
to create a list of connections that will be allowed. The user can also at any time disable
a rule. This will usually result in blocking connection requests from the IP addresses in
that rule.

The figure below shows all the default entries, plus one added for reference. The first
two entries (0 and 1) are controlled by the front panel. When a user chooses the “ACL
Dsabl” from the front panel, these entries are set to “Accept TCP” for 15 minutes, and
will temporarily allow a connection on any port from any IP address. The next two
entries (2 and 3) may be controlled from the front panel or the web interface. If enabled,
they allow connections from any IP address at the specified port. Entries 4 and 5 use the
MEBII's IP address and subnet mask to create rules that would allow connections from
any IP address within the MEBII's subnet. Entry 6 has been created as an example. This
rule as shown will allow connections on any port from IP address 192.168.10.42. Entry
255 is a fixed entry that blocks all connections on all TCP ports that are not specifically
allowed by the active rules above it.

| K, MEBIl Configuration and Disgne: X =+ -
< C A Motsecure | 206.223.51.154/FDOCDF6D/page/config/ethernet/Security Guest
This page provides access rules for TCP connections based on client IP address. Rules are tested in sequential order during
connection establishment.
Home
e et e Inbound Ethernet Access Control List
Ethernet Index [Port Peer IP Address P Mask Action Info
IP Settings = B
| D 0 MbTCP(502) |0.0.0.0 0.0.0.0 Inactive Front panel '"ACL Disable'
| Secunity 1 WWW(E0) 0.000 0.0.0.0 Inactive Front panel 'ACL Disable’
MB Routing = = -
TCP Routine 2 MbTCP(502) [[0.0.0.0 0.0.0.0 Inactive v ||[Allows Modbus/TCP from ANY client
10 Scanner 3 WWW(R0) 0.000 0.0.0.0 Inactive v ||Allows WWW from ANY client
| Pcsr‘t;llm 4 MbTCP(502) |[206.223.51.154 2552552550 Accept TCP ¥ ||Allows Modbus/TCP from clients on subnet
| Port 2 5 WWW(R0) 206.223.51.154 255.255.255.0 Accept TCP ¥ ||Allows Modbus/TCP from clients on subnet
Modbus Plus — N
i 6 Any port(0) ¥ ||192.168.10.42 255.255 255 255 Accept TCP v ||User defined rule
Tools 255 ||Any port(0) 0.0.0.0 0.0.0.0 Reject TCP Reject any client not matched above
Admin
Add ACL Entry

Logout [admin]

[ MEBII-X 16APR2020 ] - Build 24505
Copyright 2011-2020
Niobrara Research and Development Corporation
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Modbus Routing for Ethernet Port

The Ethernet port has 254 entires in its Modbus Routing table. The Route typically
consists of the drop number of the outbound MEBII port followed by any additional
drops needed to reach the target.

NOTE: Entries with no route will allow that index to access the MEBII's internal
registters.

NOTE: Entries with the first drop in the route that does not match a drop number of any
port on the MEBII will access the MEBII's internal registers.

NOTE: Using the Ethernet port's drop number as the first drop in the route will cause the
message to be routed back out the Ethernet port. This feature allows the MEBII to
translate between Modbus/TCP and SY/MAX 802.3 Ethernet.

@ MEBII Cenfiguration and Diagnostics - Mozilla Firefox =HEEN X
File Edit View History Bockmarks Tools Help
HEB MEBT Configuration and Diagnostics | + |
é 192.168.1.14/FAC29522/page/ config/ethernet/MBRoute c ||y~ Google P #A -
|CO]II.UI Ok ‘ This table converts the drop/address on an inbound Modbus message
to a full route. The first drop in the route provided here should be the
Home drop number of the port out of which the message will be routed.
Configuration
Ethernet System |Ethernet [Port 1 [Port 2 [Modbus Plus
IP Settings Drops o [101 Jio2 |so
Port Params
MB Routing .
TCP Routin | Modbus Routing for Ethernet
10 Scanner |]11dex |Mode |Routc
P% ‘O | Other ~ | None
tort 1
Port 2 ‘l | Modbus « |4I},‘I
Modbus Plus 2 | Modbus - [402
Statistics ‘ | |
Tools 3 Modbus - || 403
Admin ‘4 | Modbus ~ | 40234
Logout [admin] 3 | Modbus « |4I},5
‘6 | Modbus « |4I}.B
‘7" | Modbus « |4I}.?
‘8 | Modbus « |4I}.8
‘9 | Modbus « |4I}.9
‘10 | Modbus « |4I}.‘ID
|11 | Modbus « |4I}.‘I‘I -

MEB II Manual 9 Web Server 104



TCP Routing Table
The TCP Routing table is used for Modbus/TCP Client operation.

NOTE: SY/MAX 802.3 Ethernet client operation is selected by setting the drop number
IP Address to 0.0.0.0.

@l MEBI Configuration and Diagnostics - Mezilla Firefox E@l&]

Eile Edit View History Bookmarks Tools Help

HEB MEBI Configuration and Diagnostics | + ‘
(- 192.168.1.14/FAC29522/page/config/ethernet/TCPRoute | [4]- Google P A - |~
|Ccmm: Ok ‘ The following table converts a drop in the route of an outbound B
message to a target [P address. If the selcted entry 1s set to 0.0.0.0, the
Home message will be routed as a SY/ENET message 1f the protocol 1s
-~ . enabled. If the IP address selector 1s the final drop in the route,
Configuration , . .
Ethernet Downstream Drop’ from the table will be used for the next drop.
IP Settings
T P | TCP Routing Table
MB Routing |Drc-p ‘IP Address ‘Downst:ream Drop
TCP Routing
105§ - |U ‘ 1921638.1.0 ‘ 255
Stats 1 [ 19216811 | 255
Port 1
Port 2 2 ‘ 19216812 ‘ 255
Modbus Plus |3 [ 19216813 | 255
Statistics
Thealls |4 ‘ 19216814 ‘ 255
Admin |5 [ 19216815 | 255
Logout [admin] |6 ‘ 19216816 ‘ 255
|7 19216817 | 255
|8 ‘ 19216818 ‘ 255
lo 19216819 | 255
|10 ‘ 192.168.1.10 ‘ 255
11 [ozies11r 255
12 ‘ 192.168.1.12 ‘ 255 i
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1/O Scanner

The MEBII includes a Modbus/TCP 1/O Scanner. This scanner allows automatic Read,
Write, and Read+Write time based messages to be generated between the MEBII and up
to 128 Modbus TCP servers. The I/O Scanner operates on the Mailbox registers (1-2048)
in the MEBII's internal registers.

(@) MESI Configuration and Diagnestics - Mezilla Firefox | B
File Edit View Higtory Bookmarks Tools Help
I MEBI Configuration and Diagnostics | + |
€ | @ 192168.1.14/FAC29522/page/ config/ethemet/I0Scan c | | ¥ Google Pl #|-
|Comm: Ok ‘ ‘ Modbus/TCP I/O Scanner Configuration ‘
‘Parameter |Setting
o Ethernet 10 S,
Confisuration ernet I/ canner Disabled ~
Ethernet Entries Per Socket 4
IP Setti
e— [Hiealth Block Start Address |0
Port Params
MB Routing ‘Health Block Register Space | 3/ %W -
S Diagnostic Block Disabled ~
10 Scanner
Stats Diagnostic Block Start Address 1]
Port1 ‘Diagrmstm Block Register Space | x| %MW
Port 2
Modbus Plus 1’0 Disable Block Disabled «
Statistics L'O Disable Block Start Address |0
Tools
[ n I'O Disable Block Register Space | 4x/ %MW +
Lopout [admin] ‘ Read Write
Health Timeout Scan
Entry |[P Add D Rat Master Slave Hold/ Master Slave
(ms) te(ms) Count Count
Addr Addr Zeto Addr |Addr
1 0.0.00 0 0 0 1 1 0 Hold - 1 1 0
‘2 |DDDD o ‘D o 1 |'| ‘D ‘Hnldv |'\ ‘T o
3 0000 o o o 1 1 o Hold - 1 1 o
4 0000 o o o 1 1 o Hold - 1 1 o i
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Serial Ports

Port Parameters

The Port Parameters page will show the settings for a given serial port. Various protocol
modes have different settings that may be displayed. Changing the protocol mode will
prompt the “Admin” to “Apply typical settings” for the new mode. Selecting “OK” will
change many of the settings to match the normal usage of the new mode.

@ MEBII Configuration and Diagnostics - Mozilla Firefox l = | B |
File Edit View History Bookmarks Tools Help

§EB MEBI Configuration and Diagnostics |T|

€ 192.168.1.14/FAC29522/ page/config/portl /port e || *Y - Google L w -

NR&D MEBII ;

[Comm: Ok ‘ System [Ethemnet [Port 2 [Modbus Plus
Drops |0 [102 |40
Home
%5% | Serial Port 1 Configuration
Port 1 |Pa.rametcr |Setting
idBm—]EI:aIuatI'ns ‘Protocol ‘ Modbus RTU =
outing
Auto Scan ‘DTUP ‘ 101
PSt_a;s |On. Ethernet | No -
ort
Modbus Plus [Baud EE
Statistics |Pa:ity | Even - L
%}h ‘Data Bits ‘ 8bit ~ ]
|Slop Bits | Tbit =
_ |Butfer Limit |16
‘Dri\'er Mode ‘ RS-232 -

‘Repl}' Timeout (cs) ‘ 100

Auto Transfer

‘ Transfer Interval (cs) ‘ 100

‘Transfer Route ‘ None
‘Read Count ‘ o
‘Read From ‘ 128
‘Read To ‘ 0

| Write Count E
|Wiite To o
‘\\’ri’re From ‘ 10
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Serial Port Modbus Routing Table

Each serial port includes its own 254 entry look-up table for Modbus Slave operation.
The first drop in the Route field is the drop number of the outbound MEBII port.

@ MEBI Configuration and Diagnostics - Mozilla Firefox l = | ] |-

File Edit View History Bookmarks Tools Help

HEB MEEI Configuration and Diagnostics | + |
€& @ 192168.1.14/FAC29522/page/config/portl/MBRa c | |- Google P &R # |~
|Comm: Ok ‘ This table converts the drop/address on an inbound n

Modbus message to a full route. The first drop in the
route provided here should be the drop number of

% - the port out of which the message will be routed.
% System [Ethernet [Port 1 [Port 2 [Modbus Plus
Port Params Drops o [1o1 o2 40
MB Routing
éﬁﬂ | Modbus Routing for Port 1
@ |]ndex‘Mode |Rnute
Stw [t |[Modbus - [ 401
Tools 2 [ Modous ~ | 402
Admin 3 |[Modbus ~ |403
Logout [admin] |4 ‘ Modbus - |4D,4
5 || Modbus ~ |405
l6 || Modbus ~ | 406
|7 || Modbus ~ |407
8 || Modbus ~ |408
lo || Modbus ~ |409

|10 ‘Modbus - |4I}.‘ID

|11 ‘Modbus - |4I}.‘I‘l

12 ‘Modbus - |4I}.‘I2

|13 ‘Modbus - |4I}.‘I3

|14 ‘Modbus - |4I}.‘I4

|15 ‘ Modbus - |4D.15

|16 | Modbus - |4I}.'IE =
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Serial Port Auto Scan

Each serial port may be configured to automatically poll attached slave(s) on a timed
interval. This table provides the configuration for each of the 48 possible entries.

NOTE: The Auto Scan Table for port 2 is disable when the MEBII is in Hot Modbus Plus
operation.

NOTE: Port 2 Auto Scan may be used to generate read/write messages onto MB+ by
entering the MB+ port drop number as the first entry in the Route field.

@ MEBI Configuration and Diagnostics - Mozilla Firefox =AREN X
File Edit View History Boockmarks Tools Help
IHEB MEEBI Configuration and Diagnostics |T|
(- 192.168.1.14/FAC29522/page/config/portl /AScan @ | - Google L @A = v
NR&D MEBII ‘
‘Com.m: Ok | | Port 1 Auto Scan
“ | Status Pointer (0 = disabled) 0
ﬁ@![ﬂi‘m |Entry ‘Loc,al |Remote |Coum |Di.rec"ti0n ‘Routc
Ethernet e [0 [ [Read - [0 |
Port 1
g o [0 [0 [Read - [402
h;BRzruatI'::g |3 ‘u |u |D | Read - ‘40.3
Auto Scan
Stats [+ o [0 E [Read - [404
Port2 [ o [0 [0 [Read ~ [ 405
e T E E [Fese — s
Tools. |? ‘ 0 | 0 | 0 | Read - ‘ 407
e B [0 [0 [Read - |408
Logout [admin] Ig 0 I 0 I 0 I Read ~ | 408
10 ||o 0 0 Read ~ | 40.10
[ o [0 [0 [Read - 401
2 o [0 [0 [Read - |40.12
3 o [0 [0 [Read ~ [ 4013
[z o [0 [0 [ Rea ~ [ 4014
|15 ‘D |D |D | Read + ‘49,15
|16 ‘D |D |D | Read + ‘49,15
|1? ‘D |D |D | Read + ‘49,1?
|18 ‘D |D |D | Read + ‘4[&,18
|19 ‘D |D |D | Read + ‘40.19
|20 ‘ 0 | 0 | 0 | Read + ‘ 4020
[ [n [ [n [Read » 4021 Z
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Modbus Plus Port Parameters
The MB+ port settings may be altered on this page.

@ MEBI Configuration and Diagnostics - Mozilla Firefox E@ﬂ

File Edit Wiew History Bookmarks Tools Help
I mMEBD Configuration and Diagnostics | + ‘

HMEE

6 192.168.1.14/FAC29522/ page/config/mbp/port c '-" ~ Google Pl K = -
Comm: Ok | System |Ethernet [Port 1 |Port 2
Drops 0 lto1 102
Home
Configuration -
Ethernet | Modbus Plus Configuration
Port 1 |Pa1’a.meter |Sett:ing
Port 2
me i D 40
Modbus Plus s
Port Dorama |On Ethernet N0 ~
Global Data Prog. Channel Timeout (min) || 16
Stats
Statistics Reply Timeout 1000
Tools
Admin Copyright 2012
Niobrara Besearch and Development Corporation
Logout [admin]
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Modbus Plus Global Data

The MEBII may be configured to publish up to 32 words of data from its mailbox
registers (Holding Registers 1-2048) as port of MB+ Global Data. It may also be
configured to subscribe to the Global Data outputs of each of the other 63 nodes on the
MB+ network. The subscription data will be placed in the mailbox registers of the
MEBII.

NOTE: Hot Modbus Plus operation uses the Global Data output and is thus not available
for customer use.

@) MEEI Configuration and Diagnostics - Moxzilla Firefox =HACN X
File Edit Yiew History Bookmarks Tools Help
HEB MEBI Configuration and Diagnostics | + |
€= | & 192.168.1.14/FAC29522/page/config/mbp/glot | - Google P H # -
|Ccmm: Ok ‘ |Mudhus Plus Global Data Configuration
|N0dc |Count |Register A
Home
Confi ation Dutput 5 2044
Ethernet 1 0 0
Port 1 ,}
Port 2 2 0 0
Modbus Plus 3 0 0
Port Params
Global Data 4 0 0
Stats 3 ] 0
Statistics
Tools 6 0 0
Admin 7 0 0
Logout [admin] 8 0 0
g 0 ]
10 0 ]
11 0 ]
12 0 ]
I I I b
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Statistics

Pages are provided for statistical counter pages for each port.

Many of these pages have “Reset Counter” buttons that allow either the “User” or
“Admin” to zero the counters.

NOTE: These counters are typically unsigned words and will roll over from 65535 to 0
with no indication that a rollover has occurred.

NOTE: These counters do not survive a power cycle/reboot.

Ethernet Router Stats
The Ethernet Router page shows counters for the SY/MAX / Modbus router for this port.

(@ MEBI Configuration and Diagnostics - Mozilla Firefox o115
File Edit View History Bookmarks Tools Help
! MEBI Configuration and Diagnostics |T|
€ | @ 192.168.1.14/FAC29522/page/stats/ether/stat C | 2§~ Google P A -
NR&D MEBII
‘Comm: Reading Ethernet Statistics =
. |
ﬁg wration ‘In.dex | Meaning Value
Statistics ‘D |Reser (RST) received | 0
Router ‘ 1 |ng buffer overflow/incoming packet lost™ | 0
SY/ENET Nodes P [Unused | 0
% ‘3 |C0unt of buffers pulled from Free Queue | 26766
Modbus Plus ‘4 |Pa.cket generation failed, no buffers* | 0
T°_°15_ 5 |Pa.cket transmitted successfully | 0
Admin ‘6 |TCP connection Abandoned*® | 0
Logout [admin |7 [Retry of utnACKed TCP packet | 0
‘8 |Packet lost because of illegal drop or bad route™ | 0
‘9 |111ega.l operation request on local registers™ | 0
‘ 10 |Read recerved and performed on local registers | 13832
‘ 11 Write received and performed on local registers | 0
‘ 12 |Total TCP connections open (client + server) | 2
‘ 13 |T0tal client TCP connections open | 1
‘ 14 |Xun—[P Ethernet packet received | 0
15 |Ethernet Packets Transmitted | 27268
[16  [Ethernet Packets Received | 1688
(17 [Ethernet Collisions* | 0
‘ 18 |Ene‘r packet lost due to excess collisions* | 0 il
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SY/MAX 802.3 Ethernet Nodes

This table shows all of the visible SY/MAX FEthernet devices on the MEBII's

Ethernet network.

local

NOTE: The MEBII Ethernet port must be set for SY/MAX+Modbus mode for this table

to be accurate.

Any SY/MAX Ethernet drop number occupied by this MEBII is highlighted in green.

This includes any serial port or the MB+ port that is set for “ON Ethernet YES”.

Serial

ports that have a drop number greater than 100 and configured for “ON Ethernet YES”
will also consume the SY/MAX drop number minus 100.

Drop Number of peer devices are highlighted in blue.

@ MEBI Configuration and Diagnostics - Moazilla Firefox —

File Edit Niew History Bookmarks Tools Help

HEE

(— 1010.10.10/FF23E532)

|Ccmm: Reading

I MEET Configuration and Diagnostics

page/stats/ether/r [y

NR&D MEBII '

Home
Configuration
Statistics
Ethernet
Router

Port 1
Port 2
Modbus Plus
Tools
Admin

Logout [admin]

Store to EEPROM

SY/ENET Nodes

[+

IR

-‘l ~ Google

SY/ENET Nodes

[07 [os [os

o
5[16[17 1819
[26[27 28 o9
[36[3738 59
[#6]47]4 49
[56[57 58 59
56667 65 [69
WFEEFFEWEW
8081 [82 |s3 [s4 85 868785 |89
[90]91 [52 |03 [o4 95 965798 |99

m

XX - No device at this address
- - Address occupied by this device
XX - Address occupied by peer device

Copyright 2012

Yif‘l]"!fﬂ"ﬁ .RF'ICF"IT('“}'I Ht'll"l nP"PIn‘“mPﬂf
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Serial Port

Serial ports 1 and 2 have counter pages to show the SY/MAX / Modbus router
information associated with that port.

@ MEBII Configuration and Diagnostics - Mozilla Firefox =RRCN X |
File Edit View History Bookmarks Tools Help
st MEBI Configuration and Diagnostics | + |
& | @ 192.168.1.14/FC036202/page/stats/portl | |29~ Google Pl A -
[Comm- Ok ‘ | Serial Port 1 Statistics
‘ ’ Reset Serial Port 1 Counters ]
Home
Configuration |]ndex | Meaning |Va.1ue =
Statistics |U |Packet was recetved by port. | 0
Ethernet - -
Port 1 | 1 |Incommg packet was rejected or lost (no buffer)® | 0
Port 2 [ |mvalid SY/MAX packet received, NAK sent* | 0
Modbus Plus |3 |Me ssage generated internally | 0
Tools
Admin |4 |Intema1 message generation failed (no buffer)® | 0 -
5 |Pa.cket transmitted successfully | 0
Logout [admin] . _ }
|6 |Transm1351on failed (retries exhausted)* | 0
|_.-" |Transmission retry | 0
|8 |Packet lost because of illegal drop or bad route* | 0
|9 |Illega.1 operation request on local registers® | 0
| 10 |Read received and performed on local registers | 0
| 11 |V\-’rite received and performed on local registers | 0
| 12 |X0n—pﬁodt}' read received and performed on this port | 0
| 13 |_\'0n—1:;ri&:vrit}r write received and performed on this port | 0
|l4 |Character recetve error (parity, framing)* | 0
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Port 2 Hot Modbus Statistics

The statistics page for Port 2 is different when the MEBII is configured for Hot Modbus
Plus operation.

(@ MEBI Configuration and Diagnostics - Mozilla Firefox = | B S
File Edit View History Bookmarks Tools Help
I MEBI Configuration and Diagnostics |T|
€& @ 192168.1.14/FC036202/page/stats/port2 | [~ Google Pl H =~
NR&D MEBII
|Comm: Ok ‘ | Hot Modbus Plus Port Statistics
‘ [ Reset Hot Modbus Plus Port Counters ]
Home
Configuration |]r1.dex | Meaning |V‘11UE
Statistics |O |Packet was received by port. | 47419
% | 1 |Incoming packet was lost (no buffer)* | 0
Port 2 |2 |Im‘a.1id packet received, rejected* | 0
ﬁﬁ;&w |3 | Message generated internally | 21865 )
Admin |4 |Imerna1 message generation failed (no buffer)* | 0 i
_ 5 | Packet transmitted successfully | 21865
Lozes zomar |6 |Reser\'ed“ | 0
|7" |Reser\'ed | 0
|8 |l'\'.eser‘.'ed“t | 0
|9 |111ega.1 operation request on local registers™® | 0
|10 |Read received and performed on local registers | 0
| 11 |'\Vrite recerved and performed on local registers | 0
| 12 |_\'0n—prioriry read received and performed on this port | 0
|l3 |_\'0n—pr1'oriry write recetved and performed on this port | 0
|l4 |Cha.racter receive error (parity, framing)* | 0
15 |Characters transmitted | 22042
| 16 |Characters received | 41487
| 17 |Peer has mismatched configuration® | 0
| 18 |Peer has mismatched firmware* | 0
| 19 |Incoming message had bad CRC* | 203
[20 | This Node HotMBP State | Primary
|21 |Peer Node HotMBP State | Secondary
|"’7’ |\'umber of queued messages | 0 i
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Modbus Plus Router

The Router statistics page shows the normal SY/MAX / Modbus router counters for the
MB+ port.

MEBI Cenfiguration and Diagnostics - Mezilla Firefox =SEE X
@ g g
File Edit View History Bookmarks Tools Help
HEB MEBI Configuration and Diagneostics | + |
6 192.168.1.14/FC036202/ page/stats/mbp/stat c | *y- Google P # -
|Comm: Reading ‘ | Modbus Plus Statistics
‘ [ Reset Modbus Plus Counters ]
Home
Configuration |1n.de:; | Meaning |Va.lue
Statistics |U |Receipt of MB+ packets on port | 15859
Ethernet =
Port 1 |l |Reser\ ed | 0
Port 2 |2 |Message Unroutable by MB+, discarded.® | 0
w |3 |Packets generated internally | 15859
outer
Chipset |4 | Reserved | 0
MB+ Nodes 5 |Packet transmitted successfully | 15858
Tools
Admin |6 |Transmission failed* | 0
|7" |Transmission deferred; all paths allocated | 0 M
Logout [admin] ;
—la e |8 |Packet lost because of illegal drop or bad route*® | 0
|9 |111ega_1 operation request™® | 0
| 10 |Pri0rit}' read performed on local registers | 0
| 11 |Pri0rir_v write performed on local registers | 0
| 12 |Z\'on—priorir}' read performed on this port | 0
| 13 |_\'0n—pri0rit}' write performed on this port | 0
| 14 |Reser\'ed | 0
15 |Attempt to transmit MB+ packet | 15858
| 16 |Messages received from MB+ coprocessor | 3702
| 17 ||i‘ seariad | il s
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MB+ Chipset

The MB+ Chipset page shows information provided by the MB+ chipset. These counters
are not resettable.

@ MEBI Cenfiguration and Diagnostics - Mozilla Firefox SOOI X
File Edit View History Bookmarks Tools Help
HEB MEBI Configuration and Diagneostics | + |
6 192.168.1.14/FC036202/ page/stats/mbp/chip c | *y- Google Pl # w |-
|Comm: Ok ‘ | Modbus Plus Chipset Statistics )
|Meaning |Value
Home - 4
Confiousation [Node type ID |3 - PC Plus Node
Statistics |Comms Processor version |0xD203
% |This Station's Network Address |4D
roml
Port 2 MAC state variable |3 - [dle state
Modbus Plus Normal Link
Router Peer Status (LED code) Operation
Chipset
MB +SN0 des |Token Pass Counter |64285
Tools |Token Rotation Time (ms) |2
R |Data master failed during token ownership |00000000b
Logout [admin] |Pr0gra.m master failed durning token ownership |00000000b
|Data master token owner work bit map |00000000b
|Program master token owner work bit map |00000000b
|Data slave token owner work bit map |00000000b
|Pr0gra.m slave token owner work bit map |00000000b
|Data master/get master response transfer request bit map |00000000b
|Data slave/get slave command transfer request bit map |00000000b
Program master/get master response transfer request bit 00000000b
map
Program slave/get slave command transfer request bit 00000000b
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Modbus Plus Nodes

This table shows all possible 64 MB+ stations on the MEBII's local MB+ network. The
MEBII's drop number is highlighted in green. All other visible nodes are highlighted in
blue.

@ MEBI Configuration and Diagnostics - Mozilla Firefox L =R g
File Edit View History Bookmarks Teools Help
ﬁEB MEBI Configuration and Diagnostics | + |
€= @ 10101010/FF23E532/page/stats/mbp/r |- Google P & # -
|C-::mm: Reading ‘ Modbus Plus Station List
1 12 |3 |4 |5 (|6 (|7 (|8
Home 9 [10[11[12[13 14 [15 |16
Configuration B! Bt St o | ] it e
Statistics 17/|18||19||120(|121||22||23||24
Ethernet 25 [26 2728 [29 [30 [31 [32
Port 1 G o ] S S ] S (S—
Port ? 33 (34 (35 (36 (37 (38 (39 (40
Modbus Plus 41 4243 [44 [45) |46 [47 [48
fouter 49/[50 51 [52 [53 54 [55 [56
Chipset St e
MB+ Nodes 37 (58 (39 (60 (61 (62 (63 (64
Tools
—cmn XX - No device at this address
Logout [admin] . - Address occupied by this device
XX - Address occupied by peer device
Store to EEPR.OM
Copyright 2012
Niobrara Research and Development
Corporation
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@ MEBI Cenfiguration and Diagnostics - Mozilla Firefox [ =HEC é]
File Edit View History Bookmarks Tools Help
st MEET Configuration and Diagnostics |T|
€= | @ 101010.10/FF23E532/page/stats/mbp/chip || M- Google Pl H =~
|Comm: Ok | | Modbus Plus Chipset Statistics
|Mcanj.ng |Value i
Home
Confiouration [Node type ID |3 - PC Plus Node
Statistics |Comms Processor version |0xD203
% |This Station's Network Address |-—15
romi
Errri b MAC state variable |8 - Check Pass state
Modbus Plus Normal Link
Router Peer Status (LED code) Operation
Chipset
N]B-l—sNodes |Token Pass Counter | 13278
Tools |Token Rotation Time (ms) |2
— |Data master failed during token ownership |00000000b
Lrmemt a0 s |Program master failed during token ownership |00009000b
|Data master token owner work bit map |0000ﬁ000b
Store to EEPROM
S |Program master token owner work bit map |00000000b
|Data slave token owner work bit map |0000ﬁ000b
|Program slave token owner work bit map |00000000b
|Data master/get master response transfer request bit map |00000000b
|Data slave/get slave command transfer request bit map |00000000b -
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Module Info

The Module Info page shows the MEBII's serial number and various firmware versions.

@ MEBII Cenfiguration and Diagnostics - Mezilla Firefox E@ﬂ
File Edit View History Bookmarks Tools Help
JHEB MEBT Configuration and Diagnostics IT‘
€ | @ 101010.10/FF23E532/page/tonls/info | | M- Google Pl w -
‘Comm: Ok ‘ ‘ Hardware Information
ITtem |Value
Home |
Confi i Module Name |MEBII
Statistics |Serial Number (800111
Tools [Boot Version [UCM2 BOOT 08SEP2010
Module Info
Config Overview |OS Version  [DUCM2 228EP2010
Register Viewer MEBII Version [MEBII-X 07JAN2012
Admin
_ Copyright 2012
Logout [admin Niobrara Research and Development Corporation
Store to EEPROM
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Config Overview

The Config Overview page provides a complete listing of all of the configuration of the
MEBII. This page may be printed to provide a hard copy of the module's setup.

Note: This page takes several seconds to populate. At the end of the configuration is a
text line “This is the end of the Configuration Listing.”

@ MEBII Configuration and Diagnostics - Mezilla Firefox l =HE éj
File Edit View History Bookmarks Tools Help
HEB MEBT Configuration and Diagnostics | + ‘
& 192.168.1.14/FC036202/page/tools/summary | - Google P = -
NR&D MEBII -
Comm: Ok
L] L] L]
MEBII Configuration Listing
Home
Configuration . ) . . .
Stafistics This page may be printed to preserve a copy of the MEBII configuration. It is not intended to be used to modify
m the unit's configuration.
Module Info

Confiz Overview  Hardware
Register Viewer

Admin
| Hardware Information
Logout [admin] | Tz Ve

[Module Name [MEBII

[Serial Number [800111

[Boot Version  [UCM2 BOOT 08SEP2010
|OS Version  [DUCM2 228EP2010
[MEBII Version [MEBII-X 07JAN2012

Ethernet

| Ethernet Configuration

|Pa.ra.me‘ter |Setti.ng

[IP Address [192.168.1.14

|TP Mask [255.255.255.0

|Default Gate [192.168.1.1

|IP Source |P1xed

|Ene'r 1 SpeedDuplex |Auto

|Pr0t0col | Modbus/TCP -
|D1'op | 0

[Buffer Limit [32

[ [ S
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Register Viewer

The Register Viewer allows the User or Admin to view/modify register data in a target.
The Target is determined using the Modbus Routing Table Index for the Ethernet Port.

NOTE: The present fimware only allows access to Modbus Index 255 (the MEBII itself).
Access to 4x (Holding Registers) or 6x (Files) are supported.

Multiple viewing windows may be opened. Windows may be closed by clicking the “X”
in the upper left corner of the window. The polling rate of each viewing window is
adjustable with the pull-down in the upper corner of each window.

@ MEBII Configuration and Diagnostics - Mozilla Firefox | (B )
File Edit View History Bookmarks Tools Help
st MEBT Configuration and Diagnostics |T|
(- 101010.10/FF23E532/page/tools/zap e | |24 Google Pl A -
NR&D MEBII
|Comm: Reading |Drop |Space |File |Starl |Count |Decodjng |Poll Rate
[285 ~ | 4x(zamw) ~ [0 [20t9 |32 ~ | signed + |25 ~
Home
Configuration X | Drop 255 4x [2s - |[x | Drop 255 4x [2s ~
% [Reg [Hex [Unsigned [Decoding [Value | [Reg [Hex  [Unsigned [Decoding [Value .
B ’1_| 0000 | 0 | signed ~ | 0 m| 0000 | 0 | signed || 0
Conflp Overview 2 || oooo 0 | signed ~ 0| /[2050] o000 0 | signed - 0
Register Viewer
Admin ’3_| 0000 | 0 | signea - | 0 W| 0000 | 0 | signed - | 0
: 14 || oooo 0 | signed ~ 0)[2052]] oors|| 245 | signed + 245
Logout |admml ’_| | | | ’—| | | |
5 || oooo]| 0 | signed ~ | 0 W| 0000 | 0 | signed || 0
Store o EEPROM ’6_| 0000 | 0 | signed - | 0 ’E| 0000 | 0 | signed - | 0
’?7| 0000 | 0 | signea - | 0 ’E| 000 | 0 | signed - | 0
’8_| 0000 | 0 | signed ~ | 0 ’ﬁ| 0000 | 0 | signed || 0
’9_| 0000 | 0 | signea - | 0 W| 0000 | 0 | signea | 0
’1?| 0000 | 0 | signed - | 0 M| 0000 | 0 | signed - | 0
W| o4 | 244 [signed ~|| 244
’%| o001 | 1 | signea | 1
W| 0000 | 0 | signed - | 0
M| 0000 | 0 | signed || 0
’%| 0000 | 0 | signea - | 0
[2064] 007 | 2263 [signea || 2263
Wl 1097 | A12LC | o A | A1 k¥4
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Admin Menu

The Admin menu heading is only shown when the “Admin” account is used for the web
login.

Change Passwords

The Change Password page allows the Administrator to modify the “Admin” and/or
“User” passwords.

(@) MR&D - Mozillz Firefox [ESREER

Eile Edit View History Bookmarks Tools Help

H_ NR&D | + |

£ 10.10.10.10/FF23E532/admin/password & | | * - Google Pl H -
|Comm: Ok ‘
Change Passwords
Home
Configuration ) . -, .
Statistics MEBII provides two user access levels; 'admin’ user 1s allowed to make ANY
m modifications available through the web mterface, whereas "user’ 1s only
P imin allowed to access pages, without being permutted to make any changes.
Set Passwords
Backup Current ADMIN Password
Restore New ADMIN Password 1
W Repeat ADMIN Password
t T
S Set ADMIN Password

New USER Password
Logout [admin Repeat USER Password
Set USER Password

Store to EEPROM

Copyright 2012
Niobrara Research and Development Corporation —
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Configuration Backup

The configuration of the MEBII may be pulled from the MEBII and saved as an XML
file on the PC. The common method is to right click the “here” link and choose “Save
Link As...” or “Save Target As...” and then save the file.

The default filename is of the form: config 192 168 1 14.mebii where 192.168.1.14 is
the IP Address of the MEB in question.

@ NR&D - Mozilla Firsfox
Eile Edit Wiew History Bookrarks Tools Help

U MNR&D | + ‘

€ | @ 192.1681.14/FF16D6FC/admin/backup | M- Google Pl H =~
NR&D MEBII
|Ccmm: Ok

MEBII Configuration Backup
Home
Co tion Click here to store the MEBII configuration as a file on your PC. (or,
Statistics nght-click and choose Save As..)
Tools
Admin
Set Passwords
Backup
Restore
Hot Modbus Plus

Update Firmware
Reset

Copyright 2012
Niobrara Research and Development Corporation

Logout [admin]
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Configuration Restore

The Restore link will allow the Admin to restore a previously saved backup file to the
MEBIIL.

(@ NRA&D - Mozilla Firefox S | B [t

File Edit Wiew History Boockrnarks Tools Help

I NR&D | + ‘

&= | @ 192.168.1.14/FF16D6FC/admin/restore | |- Google Pl & =~
NR&D MEBII
|C0mm: Ok ‘
MEBII Configuration Restore
Home
Co tion Restore MEBII configuration from a file by uploading a selected file:
Statistics
Tools FileName: C:meb\config_192_16!| Browse_ ] l Start Download
Admin
Set Passwords Copyright 2012
Backup Niobrara Research and Development Corporation
Restore
Hot Modbus Plus
Update Firmware
Reset
Logout [admin
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Hot Modbus Plus

The Hot Modbus Plus page may be used to initialize the MEBII as the first Primary or
Secondary unit.

(@) MEBI Configuration and Diagnostics - Mozilla Firefox E‘E‘ﬂ

File Edit Wiew History Boockmarks Tools Help
J&EB MEBT Configuration and Diagnostics | + ‘

€= | @ 192.168.1.14/FF16D6FC/page/config/hotmbp | 2P~ Google P A -
|C-:|mm: Ok ‘
Initialize as First
Home
ggg 1 - B - -
g;;ﬁsﬁ tion Initialize as First configures port 2 of MEBII to be a link to other
T—l = {redundant) MEBII, and configures the current IP and Modbus Plus
—0o= addresses as the primary node's address. |
Set P ds Clicking this link will trigger a restart of the MEBII's Ethernet driver 3
B—Z cl:zs — and will terminate this session.
Restore
Hot Modbus Plus Initialize as Second
Update Firmware
Reset L -
- Initialize as Second configures port 2 of MEBII to be a link to other
. 1 . already configured) MEBII, and initiates process of copying
bl (primary y configur ;
el e the configuration of the "First” MEBIL
Clicking this link will trigger a restart of the MEBII's Ethernet driver

and will terminate this session. This MEBII will return at the Secondary
IP address.

Copyright 2012 i
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Firmware Update

The Firmware Update page allows the Admin to install a new version of the MEBII.qrc
file.

NOTE: It is always recommended that a new backup of the MEBII configuration be
done before updating the firmware.

The new firmware is usually installed in the c:\Niobrara\Firmware\ folder.

@ NRED - Mozilla Firefox ol o

Eile Edit Wiew History Bookrmarks Teools Help

| 1L, NR&D [ +]

& | @ 192.1681.14/FFI6D6FC/admin/fwload | M- Google Pl H o=~
NR&D MEBII
|Com.m: Ok ‘
MEBII Firmware Update
Home
Configuration Update MEBII firmware from a file by uploading a new version of
Statistics MEBII gre:
Tools Please remember, 1t's always a good 1dea to back up vour configuration
Admin before updating firmware!
Set Passwords WARNING: This operation will finish by rebooting the module, which
Backup WILL disrupt communications.
Restore
Hot Modbus Plus FileName: C:lNiobraralFirmware‘Jl Browse_ ] ’ Start Download
Update Firmware
Reset Copyright 2012
Niobrara Research and Development Corporation
Logout [admin
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Reset to Factory Defaults

The MEBII may be reset to Factory Defaults by typing “YES” into the text field.
Resetting to Factory using this web page will keep the current Ethernet settings (IP
Address, Subnet Mask, and Default Gateway) but will revert all other settings to factory

default.
NOTE: Resetting the MEBII to Factory Default using the front panel LCD will also
revert the IP settings to 10.10.10.10.

o] o5 [ )

(@ NR&D - Mozilla Firefox
File Edit Wiew History Boockmarks Tools Help

I NR&D | + ‘

€ @ 192168.1.14/FF16D6FC/admin/reset c | | M- Google P/ e~

NR&D MEBII

|Ccmm: Ok ‘

Reset module to Factory Defaults
Home
Configuration This will reset the module to Factory Default settings, except for IP settings
Statistics and LCD Contrast.

Tools
Admin Are vou sure you want to clear this configuration?

Set Passwords Type YES to reset:

Backup
Restore Copyright 2012

Hot Modbus Plus Niobrara Research and Development Corporation

Update Firmware
Reset

Logout [admin]
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10 MEBSW32

NOTE: MEBSW32 does not offer full support of the features in the MEBII-X
(webserver) versions. The MEBII-X features full 254 entry Modbus routing
tables for Ethernet and both serial ports, as well as the I/O Scanner configuration.

Do not rely on the MEBSW32 offline configuration for backup. Use the
backup/restore feature of the web server.

MEBSW32 is a MS Windows32 console application to allow online/offline configuration
of the MEBII and older MEB hardware.

Startup Screen

|| MEBSW32

MODBUS + » ETHERMNET BRIDGE

B6Aug2818
CONFIGURATION AWD UTILITY SOFTUARE

arrows or initial capital letter to make menu selections
Esc to abort functions

Fl1 at any time to print the screen
F18 to clear error window (lower right screen cornepd
v assistance. call (8B@>235-6723 or USA (41726248918

RROR
Copyright <c? 1794 through 2807 Niobrara R&D Corpo

Figure 10.1: Startup Screen

The fist time that MEBSW32 is started, it will show a screen like Figure 10.1. The date
in the upper right corner (06Aug2010) is the revision of MEBSW32. The Error
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notification in the lower right corner indicates that the program is unable to locate the
setup file.

Note: Press the F10 key or the Escape (ESC) to move past an error notification.

This particular error will not be displayed if the setup file is saved. Clearing this error
will immediately drop into the “Setup, Serial communication” screen.

I MEBSW32 H=E

MEB MODBUS + » ETHERMNET BRI DGE
Miobrara R&D B6Aug2B18
CONFIGURATION AND UTILITY SOFTWARE

Connection type Modbus TCP
Host 18.18.18.18
Port 582

Timeout 560
arrous or initi Trap Errors YES
Ezc to abort fu Index 255
F1 at any time
Fi8 to clear error window (lower right screen corner)
» assistance, call (8PA>235-6723 or USA (417)2624-3718

Copyright (c>» 19974 through 2809 Niobrara R&D Corporation. All rights reserved.

Figure 10.2: Setup Serial Screen

This screen is used to configure the connection between the PC and the target MEBII. In
this case, the connection is Modbus/TCP Ethernet to the target 10.10.10.10 using index
255. See section Serial communication on page 146 for more information.

Pressing “Enter” after selecting the Index field will pop up the “Write setup to startup
file?” window. Pressing “Enter” or “y” will save the file and avoid the error on the next
startup.
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|| MEBSW32

M EB MODBUS + » ETHERMNET BRI DGE
Miobrara R&D B6Aug2816
CONMFIGURATION AND UTILITY SOFTUARE

Connection type Modbus TCP
Host 18.18.18.18
Port 582

Timeout 588
arrous or initi Trap Errors YES
Ezc to aboprt fu Index 255
F1 at any time
Fid to clear error window ¢lower right screen corner)
assistance, call <8AA>235-6723 or USA (4172624-8%18

" rite setup to startup file? "
iobrara R&D Corporation. All rights reserved.

Figure 10.3: Setup Serial Screen

Main Menu

The Main Menu is shown in Figure . All menu items may be selected by using the arrow
keys to move around or by using the yellow shortcut letter.

«  “N” for oNline — Edit the configuration directly in the MEBII in real time.

- “F” for oFfline — Edit, Save, Print oftline copies of the MEBII's configuration.
- “U” for Utility — View registers, statistics, MB+ station lists.

« “S” for Setup — Configure the PC connection.

«  “Q” for Quit — Exit the MEBSW32 program.
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|| MEBSW32

Miobrara H&D B6Aug2816

Copyright <c2> 1994 through 2889 Niobrara R&D Corporation. All rights reserved.

» assisztance, call (80W@>235-6723 or USA (41736248718

MEEB MODBUS + » ETHERMNET BRIDGE
GCONMFIGURATION AND UTILITY SOFTUARE

arrows or initial capital letter to make menu selections
Ezc to abort functions

Fl1 at any time to print the screen

FiB to clear error window (lower right screen corner?

Figure 10.4: Setup Serial Screen

oNline Menu
The oNline menu is used to directly edit parameters in the MEBII.

Edit port parameters — Adjust settings for the Ethernet, Serial, and MB+ ports.
edit Modbus routing — Configure routing tables for the Ethernet and serial ports.

edit Auto scan table — Configure the automatic polling tables for the serial and
MB+ ports.

edit Global data table — Modify the MB+ Global Data Table.
edit TCP routing — Modify the Modbus/TCP client IP Address table.
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|| MEBSW32

MODBUS + » ETHERMNET BRIDGE
CONFIGURATION AND UTILITY SOFTUARE

B6Aug2818

arrows or initial capital letter to make menu selections
Esc to abort functions

F1 at any time to print the screen

FiBd to clear error window (lower right screen corner?
aszistance, call <888>235-6723 or USA <(4172624-8918

Copyright <c> 1994 through 288% Niobrara R&D Corporation. All rights reserved.

Figure 10.5: oNline Menu

Edit port parameters

|| MEBSW32

HMODBUS + » ETHER N ET BRI DGE
MEBII 150CT2818 Port BoAug2818
CONFIGURHTION HND UTILITH SOFTURRE Press F2 for help.
ETHERHET PORT MODEBUS +
] 1681 1@2
YES MO HO
MODBUS-TCF MODBUS GATE MODBUS GATE
IPF Address 1. 1A. 18. 18 %6680 7688
Subnet Mazk 255 BA. B. B EUEN EUEN
Default Gate @. 8. B. B 8 8
Stop Bits 1

1
Buffer Limit 32 il 16

t 15
18R
Downztream Timeout 1188
Quiet Timeout [45]5]
IP Framing Ethernet I1I
BOOTF.~DHCP OFF~0FF
MAC Address AA—28-BD-AC-35-A1

Figure 10.6: oNline edit port parameters Screen

The oNline edit port parameters screen has a column for the Ethernet port, each serial
port, and the MB+ port. The arrow keys are used to move the highlighted cell around.
The space bar and + and — keys are used to modify the values.
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NOTE: Care must be exercised while editing online parameters. Changing settings on
the port the computer is using will result in a loss of communication.

Edit Modbus routing

|| MEBSW32

MOoDBUS + » ETHERMNET BRIDGE s
MEBII 150CT2818 Port @ B6Aug2@18
CONFIGURATION AND UTILITY SOFTWARE

MODBUS SERUER ROUTING FOR ETHERMET FORT

=
=
x
i

L]

ko ok o ok o ok
L ]
Pk G = T LT ) [

. F8 to autoincrement.
Uze + and — to select port. Escape to exit.

Figure 10.7: Modbus Routing Screen

The Modbus Routing screen is used to set the lookup tables for Ethernet clients and serial
Modbus master.

The left column is the Modbus slave or Modbus/TCP Index. The Ethernet port has 255
possible entries. Each serial port supports 128 entries. The F4 key is used to alter the
starting slave address for the serial port tables. The F4 key also allows the selection of
“Micrologic Support”.. Micrologic support is a special feature that takes the route for
each of the first 50 drop numbers in the table and automatically support the same route
for 50+x, 100+x, and 150+x drops.

The center column is either “MODBUS” or “OTHER”. MODBUS is used when the
target device is a Modbus slave. OTHER is used when the target slave is SY/MAX or
some other device that is not Modbus.

The ROUTE field is used to define the path to the target. The first drop in the route
should be the drop number of the MEBII port heading towards the target slave. The
example above shows routes of 1,x where 1 is the drop number of the MB+ port and x is
the MB|drop number of the target PLC.

Auto Scan Edit

The Auto Scan feature allows a serial port to automatically generate up to 48 sequential
messages on a fixed time interval. The messages may be either a read or a write. Each
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message includes the starting local mailbox register, the starting remote register, the
count, the direction (READ or WRITE), and the route.

F4 edits the Status bit map registers. These registers provide 48 bits to indicate the
success or failure of the scan.

F8 auto increments the next entry.

|| MEBSW32

MEB MODE U S + » ETHE R N ET BRIDGE i
BII 150CT2A18 Por B6Aug2@18
COHFIGURHTION HND_UTILITY SOFTHHRE

SCANNING

1
1
1
1
1
1
1}
a
)
5]
A
5]
A
5]

BEEEEEEEEI

i

Uze + and — to select the port. F4 to edit status pointer. F8 to autoincrement.

Figure 10.8: Auto Scan Screen

Global Data

The MEBII MB+ port may participate in Global Data. This feature allows each node on
the MB+ network to publish up to 32 words that are visible by all other nodes on each
token pass. The published mailbox data is set in the OUTPUT field in the lower right
corner.

The REG field is the MEBII's mailbox register and must be within the range of 1-2048.
The COUNT field is set to 0 to disable the subscription and has a maximum value of 32.
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MEB MODBUS + » ETHERMNET BRIDGE R
Niohrara RE&D MEBII 150CT2818 Port O BeAug2618
CONFIGURATION AHWD UTILITY SOFTWARE
oNline o fline Utility etup uit
ODBUS + GLOBAL DAT A
NODE COUNT REG NOEE COUNT REG Nﬁgg COUNT REG NOHE COUNT

L=1--E - Y1 LY LY o

a
a
a
a
18
15
a
a
a
a
a
a
a
a
a
a

DRDADEDADaIOERE®@
DRDANAREREEREERERE
DRI ARADADERERE

OUTPUT 1

C reserved.

Figure 10.9: Global Data Screen

TCP Routing

The TCP Routing screen gives access to the 200 entries the table. This table is used to
associate the drop number in the route following the Ethernet port drop number to an IP
Address. The Downstream Route feature may be used to add the Modbus/TCP
Destination Index in the rare situation where all 5 MB+ drops in the route are already
used by the time the message reaches the TCP table.

The Auto-Fill feature of the IP table on the MEBII's front panel will automatically place
the first three octets of the new IP Address in each of the 200 entires of this table. The
fourth octet will simply be the index value for the entry.
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|| MEBSW32

MEB MODBUS + » ETHERMET BRIDGE ~
Miohrara R&D MEBII 150CTZ2H1@ Port @ B6Aug2A18
CONFIGURATION AND UTILITY SOFTUWARE

Edit Drop to TCP-IP Routing Table
IﬂHEEllIFiHHHHFﬁﬁIIIIIFnﬂHiHIHEHHlHﬂuIEI...........................
1 18. 1A. 18.
18. 18, 18,
18. 1@8. 18.
1. 1A. 1A.
18. 1@8. 18.
18. 1A. 18.
18. 18. 18.
1. 1A. 18.
18. 18, 18,
18. 18.
1A.
18.
1A.
i8.
18.

e
P G N3 L 5 T Y T s L B

Figure 10.10: TCP Routing Screen

offline Menu

The oFfline menu allows MEBII configuration without a physical connection to the
hardware.

MEB MODBUS + » ETHERMET BRIDGE
Miohrara R&D BbAugZ2@l@
CONFIGURATION AWD UTILITY SOFTWARE
o line Oy ELE ili

ead from dizk to memor
rite from memory to disk
Edit configuration in memory
edit Modbus routing

edit Auto scan table

Send memory to module

Fetch memory from module

Print configuration in memory

arrous or in||Delete configuration file u zelections
Ezc to abort||Copy offline to module flash

Fi at any ti||Quit offline functions

Fi8 to clear n corner)
assisztance, call <888>235-6723 or USA <(417>624-8718

Copyright (c>» 1994 through 2809 Niobrara R&D Corporation. All rights reserved.

Figure 10.11: TCP Routing Screen
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Read from disk to memory

The oFline, Read from disk to memory menu item allow the MEBSW32 program to read
a previously saved configuration file from the computer's hard disk into the offline
memory. This file may then be viewed, modified, printed, saved, or sen to an MEBIIL.
The filename must be a maximum of 8 characters and is chosen from files with the
extension .MEB.

The arrow keys may be used to move around the list of stored files or the filename may
besimply typed into the File to read: box. Moving the cursor around to an item encased
by [] will choose that drive letter or folder name.

|| MEBSW32 HE E

MODBUS + » ETHERMNET BRIDGE

BeAug2818
COMFIGURATION AND UTILITY SOFTWARE
oNline  USSELD tilit

OAD OFFLIME FROM DISK
File to read:
MTCPA1..

[ parent 1L[UW: 1
ASCANAL [Z: 1

Figure 10.12: Read File from Disk Screen

Write from memory to disk

The oFfline, Write from memory to disk is used to save the current oftfline memory to a
file on the PC. The navigation and file name operation is the same as the “Read from
disk to memory”.

Edit configuration in memory

The oFfline, Edit configuration in memory screen works just like the oNline Edit port
parameters version on page 133.
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edit Modbus Routing

The oFfline, edit Modbus routing screen works just like the oNline Edit Modbus routing
on page 134.

edit Global data table

The oFfline, edit Global data table screen works just like the oNline,Global Data on page
135

edit TCP routing table

The oFfline, edit TCP routing table screen works just like the oNline, TCP Routing on
page 136

Send memory to module
The oFfline, Send memory to module screen sends all of the oFfline data to the MEBIL.

NOTICE: This action will overwrite all data in the MEBII and may potentially
cause the PC to lose communication with the MEBII.

Note: The data sent to the MEBII will not be saved in the module until Utility, Write
setup to EEPROM is completed.

Fetch memory from module

This menu item copies all of the configuration from the MEBII to the oFfline section of
MEBSW32.

Print configuration in memory

A hard copy of the oFfline configuration may be created using the Print configuration in
memory. Choose LPT1: to print directly to port LPT1. A text file name may also be
entered to print directly to a file.

Delete configuration file

This screen is used to remove a .MEB file from the computer. Select the file and pres
enter to delete the file from the computer.

Copy offline to module flash

This menu item is to supported by the MEBII. It is only used with the older SY/MAX
versions of the MEB.
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Quit offline functions

This menu item returns to the main menu. Pressing the ESC key performs the same task.

Utility Menu

The Utility menu offers several handy features to troubleshoot a system.

|l MEBSW32

M EB MODBUS + » ETHERMNET BRI DGE
Miobrara R&D B6Aug2816
CONFIGURATION AND UTILITY SOFTWARE

p line fline

Modbus+ station list
Ethernet node list

downLoad firmware to module
Write setup to EEPROM

arrous or initial capital letter to make menu selections
Ezc to abort functions

F1 at any time to print the screen

Fid to clear error window ¢(lower right screen corner?
assistance, call <8AA>235-6723 or USA <(417)624-8718

Copyright <c> 1994 through 2809 HNiobhrara R&D Corporation. All rights reserved.

Figure 10.13: Utility Menu Screen

View registers

The View registers screen gives a Modbus register viewer/modifier screen that may
access Holding (4x) or Analog Input (3x) registers in the target device. Use the Serial
communication and Register viewer pages to choose the target device and viewable
register type and range.

The register data is shown in Hex, unsigned, signed, and binary form. Use the arrow,
page up and down, and home keys to move the cursor around. Use the number keys to
modify the register's content. Pressing Enter will send the new data to the target.

NOTE: Writing data to a target device may cause unexpected behavior,
equipment damage, personal injury or death.
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Jump to a particular register location by typing in a new number while the cursor is in the

far left column.
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Figure 10.14: Utility Menu Screen

view module Revision

The view module Revision screen will show the MEBII's current firmware revision.

|| MEBSW32

MEB
Miobhrara R&D

MODBUS + » ETHERMET
MEBII 150CTZ2H1@ Port @
CONFIGURATION AND UTILITY SOFTWARE

p line o fline tility

Module Reviszions
Module ID: MEBII 150CT281A
Boot code: 6x not supported

Device JTAG Chain

/|
B6Aug2818

BRIDGE

arrouws or initial capital letter to make menu selections

Ezsc to abort functions

Fi at any time to print the screen

Fi8 to clear error window (lower right screen cornerd
assistance. call <88@>235-6723 or USA <417>624-8718

Copyright <c> 1774 through 2809 Niobrara R&D Corporation.

All rights reserved.

Figure 10.15: Utility View Module Revision Screen
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view Statistics

The MEBII contains many pages of statistical information about the operation of its
various ports. There are pages for the Ethernet port, both serial ports, and the MB+ port.
Most port pages include multiple screens accessed with the Page Up and Page Down
buttons. Pressing the + and — or “space bar” buttons will move between port pages. Use
the “z” or “0” key s to zero the counters for a given port.

| MEBSW32 -]

MEB MODBUS + » ETHERMNET BRIDGE Y
Niohrara RE&D MEBII 150CT2H18 Port @ B6Aug2@18

Connection reset hy peer ] 2849
26858
2851

Packets generated internally 2852

Internal generations failed <No Buffer? a 2853

Received ACK of sent segment 2854

Connection aborted, too many retries 2855

Segments retransmitted 2856

Packets lost hecause unrouteable 2857

Illegal gueries 26858

Local reads

Local writes

Open connections

Client connections

Unknown ethernet frame type received 1664

Ethernet frames transmitted 6632

Ethernet frames received 35395

Type + or — to change port. Z to =zero. Page 1 of 4
Page Up or Page Down for more data. ESC to exit. reserved.

Figure 10.16: Ethernet Statistics Screen

|| MEBSW32

MEB MOoODBUS + » ETHERMET BRIDGE ~
Miobrara RE&D MEBII 150CTZ2018 Port @ H6Aug2818

Mode type ID 3-PC+

MAC state variahle 8—Check pass
Peer status 32-Mormal Ink
Communications processor version 218.3
Metwork address for thiz station 1
Token pass count 65404
Token rotation time in ms. 1
Retransmit deferral error count
R buffer DMA overrun error count
Repeated command received count
Frame size error count

R collision—abort error count

R alignment error count

Ri CRC error count

Bad packet—length error count

(=2
QEEMEEREE

Type + or — to change port. Page 3 of 7
Page Up or Page Down for more data. ESC to exit. rezerved.

Figure 10.17: MB+ Statistics Screen
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Terminal emulator

MEBSW?32 includes a simple terminal emulator that works with the PC's serial ports.
Characters typed on the screen are sent directly out the serial port. Characters received
on the serial port are displayed on the screen. Non-printable characters are shown as
their hexadecimal values enclosed in <xx> such as <0D> for a carriage return.

The terminal emulator may be exited by pressing Ctrl+End keys at the same time.
Use the F7 key to select a text file to capture all received characters.
F5 key will toggle the screen to hex only display mode.

The Insert key will prompt the user to type in two digit hex codes separated by space
characters to send.

CTS monitor
This screen shows the state of the Clear To Send line of the RS-232 ports on the MEBII.
NOTE: the port needs to be in RS-232 mode for this value to make sense.

I MEBSW32 - |of %]

MEB MODBUS + » ETHERMET BRIDGE ~
Miohrara R&D MEBII 150CT281@ Port @ B6Aug2@18
CONFIGURATION AMD UTILITY SOFTUWARE

1 CIS OM
2 CTs OFF

Any key to exit

arrows or initial capital letter to make menu selections
Ezc to abort functions
Fl1 at any time to print the screen
Fid to clear error window (lower right screen corner?
» assistance, call (8PA>235-6723 or USA (417)624-8718

Copyright (c>» 1994 through 2809 Niobrara R&D Corporation. All rights reserved.

Figure 10.18: CTS Monitor Screen
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Modbus+ station list

This screen shows the MB+ stations present on the local MB+ network. The node of the
MEBII is shown as inverted text.

| MEBSW32

MEB MODBUS + » ETHERMNET
Niohrara R&D MEBII 150CT2818 Port @ B6hAug2@18
CONFIGURATION AND UTILITY SOFTWARE

arrouws or initial capital letter

Esc to abort functions Any key to exit

F1 at any time to print the scree

Fi18 to clear error window (lower right screen corner)
+ assistance. call <8BA>235-6723 or USA <417>624-8718

Copyright <c> 1994 through 2809 Hiobhrara R&D Corporation. All rights reserved.

Figure 10.19: Modbus+ Station List Screen

Ethernet node list

This screen shows the connected SY/MAX 802.3 Ethernet drop numbers on on the local
network. The possible nodes 0-99 are viewable.

NOTE: The Ethernet port must be set to MBTCP+SYMAX mode to enable the MEBII to
communicate with SY/MAX 802.3 devices.

Press the F2 key to generate a new global poll.

Nodes that are in the MEBII are inverted. Note, this may include serial and MB+ ports
set to “On Etherent = YES”.
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| MEBSW32

MODBUS + » ETHERMET BRI DGE
MEBII 150CT2A18 Port @ BA6Aug2@1B
CONFIGURATION AND UTILITY SOFTWARE
o fline ili

arrouws or initial capital 1

Esc to abort functions

F1 at any time to print the 25

F18 to clear error window <|| Any key to exit. F2 to poll.
~ assistance, call <8AA>235-6

Copyright <c> 1994 through 2809 HNiobhrara R&D Corporation. All rights reserved.

Figure 10.20: SY/MAX 802.3 Station List Screen

downLoad firmware to module

This menu item is not used with the MEBII but is kept in the software for very old
SY/MAX MEB-D support. The RPCLOAD.EXE program is used to upgrade the
MEBII's software (See page 27).

Write setup to EEPROM

Select this menu item to store the current settings to EEPROM.

NOTE: This operation is required when values are changed using this software.
Otherwise the new settings will be lost on a power cycle.
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Setup Menu

The Setup menu allows the user to configure the PC's connection to the MEBII.

I MEBSW32 - |of x|

M EB MODBUS + » ETHERMNET BRI DGE
Miobrara R&D B6Aug2816
COMFIGURATION AND UTILITY SOFTWARE

p line o fline tilit Setup

Terminal emulator
Regizster vieuwer
Load from file

arrows or initial capital letter to make menu selections
Esc to abort functions
F1 at any time to print the screen
Fi#d to clear error window ¢(lower right screen corner?
~ assistance, call <8PA>235-6723 or USA (417)624-8718

Copyright (c>» 1994 through 2809 Niobrara R&D Corporation. All rights reserved.

Figure 10.21: Setup Menu Screen

Serial communication

The Setup, Serial communication screen configures the Modbus or SY/MAX connection
between the PC and the MEBII or other target device.

The PC must have its serial port configured to match the attached port of the MEBII or
other network device.

The default serial port connection to an MEBII would be Modbus RTU at
9600,EVEN,8,1 with a drop number of 255.

Modbus/TCP connections use the IP Address of the MEBII in the “Host” field and Index
255.

A typical SY/MAX serial direct connection to an MEBII port in SY/MAX mode will be
at 9600,EVEN,8,1 with a route of NONE.

A typical Net-to-Net connection will be at 9600,EVEN,8,1 with a route of the drop
number of the Net-to-Net port.
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| MEBSW32

MEB MODBUS + » ETHERHMNET BRIDGE
Miobrara R&D A6Aug2818
CONFIGURATION AWD UTILITY SOFTWARE
p line fline tilit Setup

Connection type Modbus TCP
Host 286.223 .51 155 . ... ... ..-.....
Port 582

Timeout 588
arrouws or initi Trap Errors YES
Esc to abort fu Index 255
F1 at any time
Fi18 to clear error window (lower right screen corner)
azssistance, call <88A>235-6723 or USA <4 7>624-8718

Copyright <c> 1994 through 2809 HNiobhrara R&D Corporation. All rights reserved.

Figure 10.22: Setup Serial Screen for Modbus/TCP connection

|| MEBSW32

MEB MODBUS + » ETHERMNET BRIDGE
Miobrara R&D BeAug2818
CONFIGURATION AWD UTILITY SOFTWARE
o line o fline tilit Setup

Connection type Modbus RTU
Port COM1
Baud rate 27688
Data bhits B
Stop bhits 1
Parity EUENW

Timeout 5680
arrows or initi Trap Errors YES
Ezc to abort fu Drop 255
Fl1 at any time
Fid to clear error window (lower right screen corner?
assistance, call <888>235-6723 or USA <(417>624-8718

Copyright (c>» 1994 through 2809 Niobrara R&D Corporation. All rights reserved.

Figure 10.23: Setup Serial Screen for Modbus RTU connection
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Terminal emulator

The setup screen for the terminal emulator configures the PC's serial port for use with the
Utility, Terminal emulator.

| MEBSW32

MEB MODBUS + » ETHERMET
Miobrara R&D BeAug2818
CONMFIGURATION AND UTILITY SOFTWARE
p line o fline tilit Setup

Baud rate

Data hits

Stop bits 1
Parity MONE

arrouws or initial capital letter to make menu selections
Esc to abort functions
F1 at any time to print the screen
Fi18 to clear error window (lower right screen corner)
» assistance. call <8AA>235-6723 or USA <417>624-8918

Copyright <c> 1994 through 2809 Hiobhrara R&D Corporation. All rights reserved.

Figure 10.24: Setup Terminal emulator connection

Register viewer

The Utility Register Viewer setup screen allows the configuration of several aspects of
the the viewer.

+  Priority — SY/MAX mode messages may be Priority or Non-Priority

- Status Registers — Yes or No for SY/MAX PLCs

-+ Screen Size — Number of registers queried (default = 20)

- Starting Register — defaults to 1

- Register Set — 4x = Modbus Holding Registers, 3x = Modbus Analog Inputs

+ Identify Module — Poll register 8188 and show the value at the top of the screen
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| MEBSW32

MEB MODBUS + » ETHERMNET BRI DGE
Miobrara R&D A6Aug2818
CONFIGURATION AND UTILITY SOFIWARE

p line fline

Priority

Status Registers

Screen Size
Starting Register 1

Register Set

Identify Module

arrouws or initial capital letter to make menu selections
Esc to abort functions

F1 at any time to print the screen

Fi18 to clear error window (lower right screen corner)
azssistance, call <88A>235-6723 or USA <4 7>624-8718

Copyright <c> 1994 through 2809 HNiobhrara R&D Corporation. All rights reserved.

Figure 10.25: Setup Register Viewer

Quit Menu

Press Enter to exit the MEBSW32 program.
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